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1. 3AIIYCK KOMIIOHEHTOB B OPKECTPATOPE

1.1. O0mee onucanue

[Tpouecc deploy ocHOBaH Ha JAeKJIapaTMBHOM IOAXOJIE, YTO HECET 3a COOON MCIOJIB30BaHUE
3apaHee MOATOTOBJICHHBIX Ia0JOHOB (template), periaMeHTUPYIOLIUX COCTOSHUE CYIIHOCTEH MpHIIo-
KEHHUS HEOOXOIUMBIX JUIs €r0 paboThI B cpelie GYHKIIMOHUPOBAHUS (OpKeCTpaTope).

Cam deploy mpuiioskeHHsI MOXKET OCYIIECTBJIATHCS KaK B aBTOMAaTHYECKOM (IO CPEICTBOM
pipeline) Tak U B py4HOM peXHUME C HUCIIOJIb30BAHUEM CIEIUAIN3UPOBAHHBIX KOHCOJIBHBIX YTUJIHT, C
MTOMOIUIBIO0 KOTOPBIX MOXKET OCYIIECTBISITHCS aIMUHUCTPUPOBAHNUE OPKECTPATOPA.

[Iponecc Hanucanus pipeline B paMKax HacTOsIIEH HHCTPYKLIMHU HE paCCMAaTPUBAETCS T10 MPH-
YrHE 0OJIBIIOTO Pa3HOO0pa3usl MPOJYKTOB, HCIIOJIB3YEMBIX B KAUECTBE CUCTEM JJOCTAaBKU KO B OPKECT-
patop.

[ITarHas paboTa NMpUIOKEHKs BO3MOKHA Ha 0aze opkectpatopa Kubernates v1.24.10 (k8s).

Tabnuna 1 — [lepeyeHb KOMIIOHEHTOB, BXOISAIIUX B COCTAB MPOTPAMMHOI0 KOMILJIEKCa

«JI>xaBakc»

Ne .. Ha3Banue KOMIOHEHTa Tun Kparkoe onucanue Ha3HaAYeHUsI

KOMIIOHCHTA

1 emulator-service Cepsuc YHUBEpCAIbHBIN €TUHBIN IMYIISITOP IS

HHTCIPAallMOHHOI'0 TCCTUPOBAHUA.

2 bpm-orchestration-service | Cepsuc OOoJtouka Il OpraHU3alMd MEXCep-
BHCHOTO B3aMMOJICHCTBUS U OPKECTpa-

UM MPOLIECCOB.

3 api-visualization-commons | Cepsuc KoncTpykTop 3kpaHHBIX (HOpPM ISl BH-
syanuzanun  APl/Swagger, mo3Bonser
C03/1aBaTh YJOOHBIH M0JIb30BAaTEIbCKUI
uHTepdeiic ans  B3aUMOJCHCTBUS €

(YHKIIMOHAJIOM CUCTEMBI

4 pack-integration-svc- Cepsuc [I1abmoH WHTErpalMOHHOTO —CepBHCA
template JUISl TAKEeTHOW O0OpaOOTKM JaHHBIX dYe-
pe3 BHemHM REST-ucrounuk ¢ BO3-
MOYXHOCTBIO BBICTPAHBAHUS OYEPEIH
COOOIIEHHI, PEMPOIECCHHTa, OTPaHHU-

YEHUS 110 KOJIMYECTBY 3alIPOCOB




Ne .. Ha3Banue komnonenta | Tun KpaTkoe onucanue Ha3HAYeHUS
KOMIIOHEHTA
5 kafka-template-service Cepsuc MukpocepBuc, OCYIIECTBIIAOLIHI
(byHKUIMOHAT pa3/ieNeHuss U 00beanHe-
HUS COOOIIEHNI
6 BrOk (cocrout u3 cienyro- | CepBuc Cucrema MEHEIKMEHTa OpPOKEpOB CO-
KX KOMIOHEHTOB: brok, OOIICHUH pa3IMYHOTO YPOBHSI.
brok-bpm, brok-auth, brok-
ui)
7 rest-validation-commons | bubnuoreka WHCTpyMEHT, TpeaHa3HAYCHHBIA I
MIPOBEJICHUSI TPOBEPKU HHTETPAIMOH-
HbIX KOoHTpakToB REST API cMmexHbIX
CEpPBUCOB.
8 mask-commons bubnauoreka NHCcTpyMeHT, npeaHa3sHa4eHHbIM IS
MAaCKHPOBAHHSI TIEPCOHAIBHBIX JTaHHBIX
B Jior-(haimax
9 kafka-starter Bubnnoreka bubmuoreka, kafka-template-service,
NpeJoCTaBIsoNmas  00eCIeYnTEIbHbIE
(GYHKIMU 175 BBINOJIHEHUS €ro (yHK-
[IMOHAJIA.
10 Maestro HaGop ckpumn- | IHCTpyMEHT ympaBieHUs *XU3HEHHBIM
TOB UKIOM HWHPPACTPYKTYPHBIX KOMIIO-
HEHTOB.

B paMKax HaCTOSIIEH HHCTPYKIUU paCCMaTpUBACTCA TOJIBKO YCTAHOBKA KOMIIOHCHTOB, OTHO-

camuxes K tamy «Cepsucy. [Iporeaypsl nmoakiatodeHnus 6uOIMoTeK U ucnosb3oBaHue Maestro otHo-

CHUTCA K HHCTPYKIUHU I10 SKCILTyaTallul, YTO BBIXOAWUT 34 PaMKH HaCTOHHIef/'I HHCTPYKIUU.

1.2. IlpepeKBU3UTHI 1JIsl 3aIIyCKa B OpKecTpaTope

Heob6xoaumo ucnonszoBanue k 6pokepy coodmennii Kafka.

[Moaep:xuBaeMbIMU BepCUSIME OpOKepoB cooOiieHuit seisitores Bepcun Kafka 2.12-3.5.2+.
Heo0xoqumo moAKITFoYeHre K CUCTEMe YIIpaBlIeHUs 0a3amMu TaHHbIX PostgreSQL.

HO}I)Iep)KI/IBaeMBIMI/I BEPCUSAMU CHUCTEMBI YIIPABJIICHHUA Oazamu JaHHBIX SABJAIOTCA BCPCHU

PostgreSQL 11+.
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JlomyckaeTcst ucnosbp30BaHue 0a3bl JaHHBIX/OpoKepa cooOIeHnH, (PyHKITMOHUPYIOIINX B KOH-
TeiiHepe Ha BUPTYAJIbHOW MAIIMHE W/UIIM B OPKECTPATOpEe, OJHAKO B JAHHOH peain3alui HEOOXOIMMO
00ecneunTh COXPAaHHOCTD JIaHHBIX, XPAHSAIINXCS Ha HOCUTEISAX, MOHTUPYEMBIX B KOHTEWHEp, BO H30e-
’KaHHMe YTPAThl XPaHSIIIMXCS HA HUX JAHHBIX B CiIydae repe3anycka KoHTeiiHepa ¢ 6a30i TaHHBIX MpH-
JIOXKECHHUS.

[Tporecc yCTaHOBKH U HACTPOUKHU OpoKepa COOOIICHHI/CHCTEM YITpaBJIeHUs 6a3aMu JaHHBIMU
B HACTOSIIEH MHCTPYKLUU HE pacCMaTPUBAETCA, MO MPUYMHE OOJIBIIOr0 KOJUYECTBA Pa3IMYHbIX TPE-
00BaHUI K HAJTMYUIO WM OTCYTCTBHUIO TOW MIJIM MHOM HACTPOWKH B PA3IMUHBIX YUPEKICHUSIX.

Jist paboThl KOMIIOHEHTOB MPOIPAMMHOT0 KOMIUIEKca «/[)kaBake» TpeOyercss Hamuuue psaa
0a3 JaHHBIX U CXEM, B KOTOPbIX aBTOMAaTUYECKH, PH MMOJAKIIOYCHUN KOMIIOHEHTA K 06a3e JaHHBIX OyIyT
CO3/1aHbI BCE HEOOXO0IMMBbIE TaOJIUIIBI.

Yrobbl co3naTh cXeMy U IMpH HEOOXOIUMOCTH OTIENbHYIO0 0a3y JaHHBIX, HY>KHO BBIIIOJHUTH
CHEAYIOLIME JECHCTBUSA:

1) 3aiitu mo ssh Ha cepsep ¢ PostgreSQL.

2) Cosnaats daiin ckpunt create_db.sh ¢ momorikko mTaTHOro TEKCTOBOTO PeAaKTOpa.

vi create db.sh
3) BcTaBuTh B OTKPBIBIIHIACS (hailil TEKCT CAMOTr0 CKPHIITA:
a) I[J'ISI BHECEHUS U3MEHEHUIN HAXKUMAEM JIATUHCKYIO «i».

0) BcraBnsiem TeKCT ckpumra:
#!/bin/bash

# IlapaMeTphl HOIOKJIIOUYEHMS K PostgreSQL

PG _USER="postgres" #lMa ydJyeTHOM B3amMUCH C IOJIHOMOUMAMM Ha CO3IaHME PeCypCoB
B PostgreSQL

DB _NAME BROK="brok" #lma coszspaBaemolt B]] (ecim HeoOxomumo) mmubo uMA Cyle-
creymer BI, B KOTOpoM OyIeT cos3IaHa cxeMma 1njsg brok-auth

DB_NAME_JAVAX="javax"#MMH cozmaBaemon Bl (ecau Heobxommmo) JmbO mMMa Cyle-—

crByomen Bll, B KOTOpoM OyIeT co3IaHa CcxXeMma IOJg KOMIOHeHTOB JAVAX

SCHEMA NAME BROK="brok auth" #HasBaHme co3maBaeMoO} CxeMel. B Ha3BaHUM CXEMH
B KaueCTBEe pasOeJUMTeJId OOINyCKaeTCA UCIOJIbE30BaHME TOJIBKO CUMMBOJA « »

SCHEMAS NAMES JAVAX="emulator service bpm orchestration service ja-
vax_rbg adapter"#HasBaHue co3maBaeMeXx CxXeM. B HasBaHMM CXeMb B KadeCTBe pasmesu-

TeJId IOIIyCKaeTCsAa MCIIOJIB30BAHME TOJIBKO CHMMBOJIA «_»

# I[poBepka HaIMuUMg YTUIMTH pPsgl

if ! command -v psgl &> /dev/null; then



echo "VYrmunura psqgl He HaMmeHa. YcTaHOoBUTe PostgreSQL m nonpobymnTe
cHoBa."
exit 1

fi

# CospaHme 0OaseH JAaHHHX UM CXEMH

echo "Cospaume 6asbl maHHEX $DB NAME m cxemel SSCHEMA NAME..."

# HonxioueHye K PostgreSQL m BHIIOJHeHMEe SQL-3amIpoCcoB

sudo -u $PG _USER psqgl -c "CREATE DATABASE $DB NAME BROK;" # Ecimu HOBy®O 0Oasy
IDaHHBIX CO3IaBaThb HE HYXHO, TO BaKOMMEHTHMPYMTE IaHHY CTPOYKYy, IIOCTaBMB B Hadallo
IAaHHOM CTPOKM CUMBOJ «#>»

sudo -u $SPG _USER psql -d $DB _NAME BROK -c "CREATE SCHEMA
$SCHEMA NAME BROK;"

sudo -u $PG _USER psqgl -c "CREATE DATABASE $DB NAME JAVAX;" # Ecam HOBYD
Basy IOaHHEIX CO3IaBaTb He HYXHO, TO BaKOMMEHTMPYMTE IaHHY CTPOUKY, I[IOCTaBMB B
HaAYaJIO IAaHHOMW CTPOKM CUMBOJ «#»
for SCHEMA NAME in $SCHEMAS_NAMES_JAVAX; do
sudo -u $PG_USER psql -d $DB _NAME JAVAX -c "CREATE SCHEMA $SCHEMA NAME;"

done

echo "Baza IOaHHBEIX M CXeMa YyCIemHO CO3IaHEHl."
B) 3aKkpbiBaeM U 3akpbiBaeM (aiii, HaxkaB Shift + :, mocie yero BBOAUM C KJIaBHATYPbI
w(q 1 HaxkumaeM Enter, mis BeIxosl U3 Qaiina.

4) Caenatb (haiir CKPHUITA HCIIOTHAEMBIM.

chmod 755 ./create db.sh
5) 3amyctuth (aitn ckpunrTa, KOTOPbIA CO3aCT HOBYIO 0a3y NaHHBIX (IIPU HEOOXOJAUMOCTH) U

cxemy, HeoOXOIUMYIO Tt paboThI puiIoxkeHus brok-auth.

./create db.sh
6) Eciiu B KOHCOJIBHOM BBIBOJIE BBI BUANTE co0O0IIeHNE «Ba3a TaHHBIX H CXeMa yCHEelIHO €0-

3JaHbD), 3HAYUT 0aza JaHHBIX (eCJ'II/I BrI e€ C03I[aBaJ'II/I) " CXE€Ma yCIICIIHAa CO3J1aHa.
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2. OIMCAHHUE TEMPLATE U DEPLOY

2.1. Onucanne template ncnmoab3yemsix B npouecce deploy koMnoHeHTOB B OpKecTpa-
Top Kubernetes(k8s)
I[Tpu coznanum (aiinos template B kadecTBe Ha3BaHUsSI PEKOMEHIYETCsl HCIOJIb30BaHHE 001LIIe-

MIPU3HAHHOTO MOX0/1a B HEWMUHTe template, B 4aCTHOCTH:

Deployment.yml.

ConfigMap.yml

Secret.yml

Ingress.yml

Service.yml

JlomyckaeTcst UCIoib30BaHUE MHOIO, OTIMYHOIO OT YKa3aHHOI'O0 B PEKOMEHAALMAX MOAX01a
o HelMuHry template.

Jist uraTHOW paboThI MPHUIIOKEHHUS HEOOXO0AUMO HCIIONB30BaTh OJIMHAKOBBIC 3HAUYEHUS Tapa-

METpPOB C OJJMHAKOBBIM Ha3BaHHEM, KOTOpPbIC HE0OX0uMO 3a/1aTh B template nepen deploy.
2.1.1. Onucanue template Deployment.yml 11 Ka:k10ro KOMIOHEHTA

1) B xauectBe onrcanus cyinoctd Deployment aist kommonenta emulator-service/bpm-or-

chestration-service -service ucnosib3yercs cienyronuii template:

kind: Deployment
apiVersion: apps/vl
metadata:
name: < DC NAME >
namespace: < PROJECT >
labels:
app: < DC_NAME >
name: < DC NAME >
spec:
replicas: 1
selector:
matchLabels:
app: < DC_NAME >
template:
metadata:
creationTimestamp: null
labels:
app: < DC_NAME >
deployment: < DC NAME >

spec:




triggers:
- type: "ConfigChange"
restartPolicy: Always
containers:
- name: < DC NAME >
image: <IMAGE_REGISTRY>/< DC_NAME >:< IMAGE TAG >
imagePullPolicy: Always
ports:
- containerPort: < APP PORT >
protocol: TCP
env:
- name: POD_ NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: LOG LEVEL
value: INFO
- name: TZ
value: 'Europe/Moscow'

- name: JAVA OPTS

value: '-XX:+UseContainerSupport -XX:MaxRAMPercentage=75.0"
envFErom:
- configMapRef:

name: < DC NAME >
- secretRef:
name: < DC NAME >
resources:
limits:
cpu: <CPU LIMIT>
memory: <MEMORY LIMIT>
requests:
cpu: < CPU _REQUEST >
memory: < MEMORY REQUEST >
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
terminationGracePeriodSeconds: 30
dnsPolicy: ClusterFirst

nodeSelector:
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node-role.kubernetes.io/worker: worker
serviceAccountName: < SA >
serviceAccount: < SA >
securityContext: {}
imagePullSecrets:
- name: < IMAGE PULL SECRET >
schedulerName: default-scheduler
strategy:
type: RollingUpdate
rollingUpdate:
maxUnavailable: 50%
maxSurge: 50%
revisionHistoryLimit: 10

progressDeadlineSeconds: 600

2) B kauectBe ommcanus cynHoctd Deployment mis kommonenTa api-visualization-com-
mons/api-visualization-commons/pack-integration-svc-template ucnons3yercs cienyromnmii tem-
plate (konuentyanbHbIX oTiMumid ot template, ucrons3yemoro as deploy emulator-service/bpm-or-
chestration-service -service, HeT, 3a UCKIHOUYEHUEM TOTO, YTO ISl JTAHHBIE CEPBUCHI HE HUCIIOJIB3YIOT
AJI XpaHCHUS IEPEMCHHBIX CYIITHOCTDH secret, B CBsI3H C UEM HET H606XOL[I/IMOCTI/I eé YKa3bIBaTh B tem-

plate):

kind: Deployment
apiVersion: apps/vl
metadata:
name: < DC NAME >
namespace: < PROJECT >
labels:
app: < DC_ NAME >
name: < DC NAME >
spec:
replicas: 1
selector:
matchLabels:
app: < DC_NAME >
template:
metadata:
creationTimestamp: null
labels:
app: < DC NAME >
deployment: < DC NAME >
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spec:
triggers:
- type: "ConfigChange"
restartPolicy: Always
containers:
- name: < DC_ NAME >
image: <IMAGE_REGISTRY>/< DC NAME >:< IMAGE TAG >
imagePullPolicy: Always
ports:
- containerPort: < APP PORT >
protocol: TCP
env:
- name: POD NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: LOG_LEVEL
value: INFO
- name: TZ
value: 'Europe/Moscow'

- name: JAVA OPTS

value: '-XX:+UseContainerSupport -XX:MaxRAMPercentage=75.0"'
envEFrom:
- configMapRef:

name: < DC NAME >
resources:
limits:
cpu: <CPU LIMIT>
memory: <MEMORY LIMIT>
requests:
cpu: < CPU _REQUEST >
memory: < MEMORY REQUEST >
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
terminationGracePeriodSeconds: 30
dnsPolicy: ClusterFirst
nodeSelector:

node-role.kubernetes.io/worker: worker
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serviceAccountName: < SA >
serviceAccount: < SA >
securityContext: {}
imagePullSecrets:
- name: < IMAGE PULL SECRET >
schedulerName: default-scheduler
Sstrategy:
type: RollingUpdate
rollingUpdate:
maxUnavailable: 50%
maxSurge: 50%
revisionHistoryLimit: 10

progressDeadlineSeconds: 600

3) B kauectBe onmcanus cymnoctd Deployment st komnonenTa Kafka-template-service wuc-

MOJIB3YeTCs ClIeayromuii template:

apiVersion: apps/vl
kind: Deployment
metadata:
namespace: < PROJECT >
name: < DC NAME >
labels:
app: < DC_NAME >
name: < DC NAME >
spec:
replicas: 1
strategy:
type: RollingUpdate
rollingUpdate:
maxUnavailable: 50%
maxSurge: 50%
selector:
matchLabels:
deployment: < DC NAME >
strategy:
rollingParams:
maxSurge: 50%
maxUnavailable: 50%
type: RollingUpdate
template:

metadata:
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creationTimestamp: null
annotations:

app.kubernetes.io/name: < DC_NAME >
labels:

app: < DC NAME >

deployment: < DC NAME >

spec:
nodeSelector:
node-role.kubernetes.io/worker: worker
imagePullSecrets:

- name: < IMAGE PULL SECRET >
securityContext: {}
serviceAccountName: < SA >
containers:

- name: < DC NAME >

image: < IMAGE REGISTRY >/< IMAGE NAME >:< IMAGE TAG >
imagePullPolicy: Always
env:
- name: POD NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: LOG LEVEL
value: INFO
- name: TZ
value: 'Europe/Moscow'
ports:
- containerPort: < APP PORT >
protocol: TCP
resources:
limits:
cpu: < CPU_LIMIT >
memory: < MEMORY LIMIT >
requests:
cpu: < CPU_REQUEST >

memory: < MEMORY REQUEST >
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4) B kauectBe onucanus cymHocTa Deployment mist kommonenTa brok u brok-bpm ucnosns-

3yeTcs cleAyromuil template:

apiVersion: apps/vl
kind: Deployment
metadata:
namespace: < PROJECT >
name: < DC NAME >
labels:
app: < DC NAME >
name: < DC NAME >
spec:
replicas: < REPLICAS COUNT >
selector:
matchLabels:
app: < DC NAME >
template:
metadata:
creationTimestamp: null
labels:

app: < DC NAME >

deployment: < DC NAME >
spec:
imagePullSecrets:

- name: < IMAGE PULL SECRET >
securityContext: {}
nodeSelector:

node-role.kubernetes.io/worker: worker
serviceAccountName: < SA >
serviceAccount: < SA >
containers:

- name: < DC NAME >

image: <IMAGE_REGISTRY>/< IMAGE NAME >:<IMAGE TAG>
imagePullPolicy: Always
env:
- name: POD NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:

fieldPath: metadata.namespace
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- name: LOG_LEVEL
value: INFO
- name: TZ
value: "INFO"
envFrom:
- configMapRef:
name: < DC NAME >
- secretRef:
name: < DC NAME >
ports:
- containerPort: < APP PORT >
protocol: TCP
resources:
limits:
cpu: < CPU_LIMIT >
memory: < MEMORY LIMIT >
requests:
cpu: < CPU REQUEST >
memory: < MEMORY REQUEST >
livenessProbe:
failureThreshold: 3
httpGet:
path: /actuator/health/liveness
port: < APP PORT >
scheme: HTTP
initialDelaySeconds: < LIVENESS PROBE INITIAL DELAY SECONDS >
periodSeconds: < LIVENESS PROBE PERIOD SECONDS >
successThreshold: < LIVENESS PROBE SUCCESS TRESHHOLD >
timeoutSeconds: < LIVENESS PROBE TIMEOUT SECONDS >
readinessProbe:
httpGet:
path: /actuator/health/readiness
port: < APP PORT >
scheme: HTTP
failureThreshold: < READINESS PROBE FATILURE THRESHOLD >
initialDelaySeconds: < READINESS PROBE INITIAL DELAY SECONDS >

periodSeconds: < READINESS PROBE PERIOD SECONDS >

5) B kauectBe onmcanus cymuoctd Deployment mis kommonenta brok-auth ucmonssyercs
cnenyronmii template (koHnenTyanbHbIX oTaMUME OT template, ucnons3zyemoro mis deploy brok, wer,

3a UCKITIOUYEHHEM aJJpecoB, CIONIb3YeMbIX JUIst poBepok livenessProbe u readinessProbe).
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apiVersion: apps/vl
kind: Deployment
metadata:
namespace: < PROJECT >
name: < DC NAME >
labels:
app: < DC NAME >
name: < DC NAME >
spec:
replicas: < REPLICAS COUNT >
selector:
matchLabels:
app: < DC NAME >
template:
metadata:
creationTimestamp: null
labels:

app: < DC NAME >

deployment: < DC NAME >
spec:
imagePullSecrets:

- name: < IMAGE PULL SECRET >
securityContext: {}
nodeSelector:

node-role.kubernetes.io/worker: worker
serviceAccountName: < SA >
serviceAccount: < SA >
containers:

- name: < DC_NAME >

image: <IMAGE_REGISTRY>/< IMAGE NAME >:<IMAGE TAG>
imagePullPolicy: Always
env:
- name: POD_ NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: LOG_LEVEL
value: INFO
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- name: TZ
value: "INFO"
envFrom:
- configMapRef:
name: < DC NAME >
- secretRef:
name: < DC NAME >
ports:
- containerPort: < APP PORT >
protocol: TCP
resources:
limits:
cpu: < CPU_LIMIT >
memory: < MEMORY LIMIT >
requests:
cpu: < CPU_REQUEST >
memory: < MEMORY REQUEST >
livenessProbe:
failureThreshold: 3
httpGet:
path: /auth/
port: < APP PORT >
scheme: HTTP
initialDelaySeconds: < LIVENESS PROBE INITIAL DELAY SECONDS >
periodSeconds: < LIVENESS PROBE PERIOD SECONDS >
successThreshold: < LIVENESS PROBE SUCCESS TRESHHOLD >
timeoutSeconds: < LIVENESS PROBE TIMEOUT SECONDS >
readinessProbe:
httpGet:
path: /auth/realms/master
port: < APP PORT >
scheme: HTTP
failureThreshold: < READINESS PROBE FATILURE THRESHOLD >
initialDelaySeconds: < READINESS PROBE INITIAL DELAY SECONDS >
periodSeconds: < READINESS PROBE PERIOD SECONDS >

6) B kauectBe onucanus cyuHocTr Deployment st kommonenta brok-ui ucnons3yercs cie-
ayrouuii template (konrentyanbHbIX oTauunii ot template ucnons3zyemoro mis deploy brok wmer, 3a
HCKJIFOUEHHEM MOHTHpOBaHus VOlumes comeprkantux truststore, keystore ucrmonb3yemple st OIKITIO-

JyeHus K Opokepy kadka mo mpoTokory SSL B cirydae HEOOXOAMMOCTH):
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apiVersion: apps/vl
kind: Deployment
metadata:
namespace: < PROJECT >
name: < DC NAME >
labels:
app: < DC_NAME >
name: < DC NAME >
spec:
replicas: < REPLICAS COUNT >
selector:
matchLabels:
app: < DC NAME >
template:
metadata:
creationTimestamp: null
labels:

app: < DC _NAME >

deployment: < DC NAME >
spec:
imagePullSecrets:

- name: < IMAGE PULL SECRET >
securityContext: {}
nodeSelector:

node-role.kubernetes.io/worker: worker
serviceAccountName: < SA >
serviceAccount: < SA >
containers:

- name: < DC NAME >

image: <IMAGE_REGISTRY>/< IMAGE NAME >:<IMAGE TAG>
imagePullPolicy: Always
env:
- name: POD NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: LOG LEVEL
value: INFO
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- name: TZ
value: "INFO"
envFrom:
- configMapRef:
name: < DC NAME >
- secretRef:
name: < DC NAME >
volumeMounts:
- name: brok-server
mountPath: /mnt/secrets/brok-server
- name: brok-client
mountPath: /mnt/secrets/brok-client
ports:
- containerPort: < APP PORT >
protocol: TCP
resources:
limits:
cpu: < CPU LIMIT >
memory: < MEMORY LIMIT >
requests:
cpu: < CPU_REQUEST >
memory: < MEMORY REQUEST >
livenessProbe:
failureThreshold: 3
httpGet:
path: /auth/
port: < APP PORT >
scheme: HTTP
initialDelaySeconds: < LIVENESS PROBE INITIAL DELAY SECONDS >
periodSeconds: < LIVENESS PROBE PERIOD SECONDS >
successThreshold: < LIVENESS PROBE SUCCESS TRESHHOLD >
timeoutSeconds: < LIVENESS PROBE TIMEOUT SECONDS >
readinessProbe:
httpGet:
path: /auth/realms/master
port: < APP PORT >
scheme: HTTP
failureThreshold: < READINESS PROBE FAILURE THRESHOLD >
initialDelaySeconds: < READINESS PROBE_ INITIAL DELAY SECONDS >
periodSeconds: < READINESS PROBE PERIOD SECONDS >
volumes:

- name: brok-server
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secret:
secretName: "brok-server"
items:
- key: server.truststore.jks
path: server.truststore.jks
- key: server.keystore.jks
path: server.keystore.jks
- name: brok-client
secret:
secretName: "brok-client"
items:
- key: client.truststore.jks
path: client.truststore.jks
- key: client.keystore.jks
path: client.keystore.jks

7) ITapametpbl, KOTOpBIE HEOOXOAMMO 3a1aTh B template nepex deploy:

<DC_NAME> — umMst KOMIIOHEHTa IPUIOKEHUsA. PexoMeHyemMble UMEeHa I KOMITIOHEHTOB
npunoxxenust: brok/brok-bpm/brok-auth/brok-ui, ogaako Moxet ObITh 3a1aHO JIFOOOE UMSI KOMITOHEHTA
MIPUJIOKEHHUS B COOTBETCTBUU C TPEOOBAHUSIMU HEMMHUHTA IPUIIOKEHUI BHYTPH YUPEKIACHUS.

<PROJECT> — mpocTpaHCTBO UMEH OPKECTPATOPa, B KOTOPOE HETOCPEICTBEHHO OyIeT OCy-
niecTBIAThCA deploy mpuioKeHus.

<IMAGE_PULL_SECRET> — Ha3BaHus cekpeTa (CyIIHOCTh OPKECTPATOPa), C UCTIOTH30Ba-
HUEM KOTOPOT'0 OCYyIIeCTBIIsAETCs mpolece ckaunBanus (pull) o6paza npuioskeHus 3 MeHeIKepa perno-
3UTOPUEB JUISl XpaHEHUS apTe(aKTOB.

<SA> — Ha3BaHHWE TEXHUYECCKOW YUETHOH 3alHUCH OT UMEHH, C KOTOPOU OCYIIECTBIISCTCS 3a-
MyCK KOHTEHHEpa ¢ MPUIOKEHNEM BHYTPH OpPKECTPaTopa.

<IMAGE_REGISTRY>— URL-anpec MmeHexepa perno3uToOprueB I XpaHEeHHs apTe(haKToB,
u3 kotoporo ocymectsisercs pull docker o6paza nmpunoxenus.

<IMAGE_NAME> — nasBanus docker oOpa3a npuIoKeHus1, XpaHsIIIErocs B MEHEKEpe pe-
MTO3UTOPHUEB JIJISl XpaHEHUs apTe(paKkToB.

<IMAGE_TAG> — rer docker o06paza npuioxeHusi, XpaHs;Imerocst B MEHeXKepe Perno3uTo-
pHeEB Ul XpaHeHUs apTe(aKTOB.

<APP_PORT> — mopT, Mo KOTOPOMY OCYIICCTBIISICTCS JOCTYI BHYTPH OPKECTpaTopa U IO

KOTOPOMY NPUIIOKCHHUEC OTBCYACT 110 MOCTYNAOIINE K HEMY 3aIIPOCHI.
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<CPU_LIMIT> — mnapameTp, Onpeaensioni MakCUMaIbHOE KOJUYECTBO MPOIIECCOPHOTO
BpPEMEHH, KOTOPOE KOHTEHHEP MOXKET MCHOiIb30BaTh. LllTaTHas paboTa MpHIOKEHHS TPOTECTUPOBAHA
Ha IOKa3areJie JaHHOTOo napameTpa B 2 siapa. B cinydae ecim OyayT 3a1aHbl 00jiee HU3KKE TIOKA3aTeH,
paboTa NpUIIOKEHHUS B IITATHOM PEKUME HE TapaHTUPOBAHA.

<MEMORY_LIMIT> — makcumaibHbIli 00BEM ONEPaTUBHON MAMSITH, TOCTYIHBIA IS pa-
00TBI JAHHOTO KOMITOHEeHTa npuiokenus. llTarnas pabora mpuIoXKeHus: MpOTeCTUPOBaHa Ha MOKa3a-
Tene naHHoro napametpa B 1Gi. B ciryuae ecnu OyayT 3amaHbl 0ojiee HU3KKE TIOKa3aTesu, paboTa mpu-
JIOXKCHHUS B IITATHOM PEXXHUME HE TAPAaHTHPOBAHA.

<CPU_REQUEST> — napameTtp, onpeaesiroi MUHIMAIbHOE KOJIMYECTBO MPOIIECCOPHOTO
BpPEMEHH, KOTOpOe KOHTEHHEp 3anpocuT y opkectpaTtopa. LlltaTHas paboTa NpuiioKeHHs MPOTECTHPO-
BaHa Ha Mokasarelie AaHHoro mapamerpa B 150 milicore (150m). B cnyuae ecnu OyayT 3amanbl 6osee
HU3KHE TI0Ka3aTeNn, padoTa MPUIIOKEHHS B IITATHOM PEXHME HE rapaHTHPOBAHA.

<MEMORY_REQUEST> — 00béM omepaTuBHON MaMsATH, 3ape3epPBUPOBAHHBIN KOHTCIHHE-
pOM I pabOTHl JAHHOTO KOMITOHEeHTa npuiioxenus. LlltaTHas paboTa mpuiiosKeHUs] IPOTECTUPOBAaHA
Ha Mokasarelsie JaHHOro mapamerpa B 1Gi. B ciyuae ecnu OyayT 3amanbl 6ojiee HU3KHE MOKA3aTeNH,
paboTa NpUIIOKEHHUS B IITATHOM PEKUME HE TapaHTUPOBAHA.

<READINESS_PROBE_FAILURE_THRESHOLD> — mapamerp, onpenensouuii Koamye-
CTBO MOCJIEIOBATENIBHBIX HEYJAauHBIX MIPOBEPOK, MOCIE KOTOPOTO KOHTEHHEP OYyAEeT CYMTATHCSI HEroTO-
BbIM. PexoMeHIyemMoe 3HaueHue Ui JaHHOTO rnapaMeTpa 1.

<READINESS_PROBE_INITIAL_DELAY_SECONDS> — mapameTp, onpeaesifonmii Ko-
JIMYECTBO CEKYHJ, KOTOPOE OpKecTpaTrop OyAeT OXKHAaTh IOCIe 3alycka KOHTEHHepa, Mpexae 4eM
HAYHET MPOBEPATH ero mapametp readiness. Pekomenayemoe 3Hadenue s aHaoro napamerpa 30.

<READINESS_PROBE_PERIOD_SECONDS> — napamerp ycTaHaBIMBaIOLINi HHTEpBa
BPEMEHH B CEKYHJIaX MEXy MOCIleI0oBaTenbHbIME TpoBepkamu readiness. PekoMenayemoe 3Ha4YeHHE
st janHoro napamerpa 30.

<LIVENESS_PROBE_INITIAL_DELAY_SECONDS> — mapamMerp, Onpeaesoniuii KO-
YeCTBO CEKYH/[I, KOTOPOE OpKecTpaTop OyeT 0’KUAATH MOCIIE 3allyCcKa KOHTeHHepa, Mpeke YeM HauyHeT
npoBepATh ero liveness. Pekomengyemoe 3Hauenue Juist JaHHOTo napamerpa 600.

< LIVENESS_PROBE_ SUCCESS_TRESHHOLD > — mapameTp, onpeestomnuid KoJnie-
CTBO HEYCIICIITHBIX MOTBITOK MPOBEPKH JOCTYITHOCTH KOMIIOHEHTA IPUIIOKEHHUS B KOHTEHHEpeE.

<LIVENESS_PROBE_ PERIOD_SECONDS> — mnapametp, ycTaHaBIWBAIOIIMA HHTEpBaJ
BPEMEHHU B CEKYyHJax MEXIy IMOcle0BaTeIbHbIMU MpoBepkaMu liveness. Pexomenayemoe 3HaueHue

st JanHoro nmapamerpa 30.
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<LIVENESS_PROBE_ SUCCESS_TRESHHOLD> — napamerp, onpeaenstonmii Koamde-
CTBO TOCJIEIOBATEIILHBIX YCIEIIHBIX MPOBEPOK, HEOOXOIUMBIX ISl TOTO, YTOOBI KOHTEHHEP OB CUUTAH
XKHUBBIM. PekoMeHTyeMoe 3HaUeHHE /IS TaHHOTO Tapamerpa 1.

<LIVENESS_PROBE_TIMEOUT_SECONDS> — mnapameTp, yCTaHaBIMBAIOIIMA MaKCH-
MaJbHOE BpeMs B CEKYHJIaX, KOTOPOE OpKecTpaTop OyJeT KIaTh OTBETa OT MpoBepku liveness. Peko-

MEHIyeMoe 3HaueHHe 1 JaHHoro napamerpa 10.

8) IIpumepni template s Kax10ro KOMIIOHEHTA TPOrPAMMHOTO KOMILIeKca «J[KaBakcey.

a) Deployment emulator-service

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: emulator-service
name: emulator-service
name: emulator-service
namespace: develop
spec:
progressDeadlineSeconds: 600
replicas: 1
revisionHistoryLimit: 10
selector:
matchLabels:
app: emulator-service
strategy:
rollingUpdate:
maxSurge: 50%
maxUnavailable: 50%
type: RollingUpdate
template:
metadata:
creationTimestamp: null
labels:
app: emulator-service
deployment: emulator-service
spec:
containers:
- env:
- name: POD_ NAME

valueFrom:
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fieldRef:
apiVersion: vl
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:
apiVersion: vl
fieldPath: metadata.namespace
- name: LOG LEVEL
value: INFO
- name: TZ
value: Europe/Moscow
- name: JAVA OPTS
value: '-XX:+UseContainerSupport -XX:MaxRAMPercentage=75.0"
- name: DATASOURCE PASSWORD
envFErom:
- configMapRef:
name: emulator-service
- secretRef:
name: emulator-service
image: nexus.ru-centrall.internal:5000/emulator-service:develop
imagePullPolicy: Always
name: emulator-service
ports:
- containerPort: 8080
protocol: TCP
resources:
limits:
cpu: '2'
ephemeral-storage: 300Mi
memory: 1Gi
requests:
cpu: 150m
ephemeral-storage: 100Mi
memory: 1Gi
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: docker-registry-pull-secret
nodeSelector:

node-role.kubernetes.io/worker: worker
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restartPolicy: Always

schedulerName: default-scheduler
securityContext: {}

serviceAccount: deployer-service
serviceAccountName: deployer-service

terminationGracePeriodSeconds: 30

6) Deployment bpm-orchestration-service

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: bpm-orchestration-service
name: bpm-orchestration-service
name: bpm-orchestration-service
namespace: develop
spec:
progressDeadlineSeconds: 600
replicas: 0
revisionHistoryLimit: 10
selector:
matchLabels:
app: bpm-orchestration-service
strategy:
rollingUpdate:
maxSurge: 50%
maxUnavailable: 50%
type: RollingUpdate
template:
metadata:
creationTimestamp: null
labels:
app: bpm-orchestration-service
deployment: bpm-orchestration-service
spec:
containers:
- env:
- name: POD NAME
valueFrom:

fieldRef:
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apiVersion: vl
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:
apiVersion: vl
fieldPath: metadata.namespace
- name: LOG LEVEL
value: INFO
- name: TZ
value: Europe/Moscow
- name: JAVA OPTS
value: '-XX:+UseContainerSupport -XX:MaxRAMPercentage=75.0"
- name: DATASOURCE PASSWORD
envFrom:
- configMapRef:
name: bpm-orchestration-service
- secretRef:
name: bpm-orchestration-service
image: >-
nexus.ru-centrall.internal:5000/bpm-orchestration-service:de-
velop
imagePullPolicy: Always
name: bpm-orchestration-service
ports:
- containerPort: 8080
protocol: TCP
resources:
limits:
cpu: '2'
ephemeral-storage: 300Mi
memory: 1Gi
requests:
cpu: 150m
ephemeral-storage: 100Mi
memory: 1Gi
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: docker-registry-pull-secret

nodeSelector:
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node-role.kubernetes.io/worker: worker
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
serviceAccount: deployer-service
serviceAccountName: deployer-service

terminationGracePeriodSeconds: 30

B) Deployment api-visualization-commons

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: api-visualization-commons
name: api-visualization-commons
name: api-visualization-commons
namespace: develop
spec:
progressDeadlineSeconds: 600
replicas: 1
revisionHistoryLimit: 10
selector:
matchLabels:
app: api-visualization-commons
strategy:
rollingUpdate:
maxSurge: 50%
maxUnavailable: 50%
type: RollingUpdate
template:
metadata:
creationTimestamp: null
labels:
app: api-visualization-commons
deployment: api-visualization-commons
spec:
containers:
- env:
- name: POD_ NAME
valueFrom:

fieldRef:
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apiVersion: vl
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:
apiVersion: vl
fieldPath: metadata.namespace
- name: LOG_ LEVEL
value: INFO
- name: TZ
value: Europe/Moscow

- name: JAVA OPTS

value: '-XX:+UseContainerSupport -XX:MaxRAMPercentage=75.0"
envFrom:
- configMapRef:

name: api-visualization-commons
image: >-
nexusru-centrall.internal:5000/api-visualization-commons:develop
imagePullPolicy: Always
name: api-visualization-commons
ports:
- containerPort: 8080
protocol: TCP
resources:
limits:
cpu: '2'
ephemeral-storage: 300Mi
memory: 1Gi
requests:
cpu: 150m
ephemeral-storage: 100Mi
memory: 1Gi
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: docker-registry-pull-secret
nodeSelector:
node-role.kubernetes.io/worker: worker
restartPolicy: Always
schedulerName: default-scheduler

securityContext: {}
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serviceAccount: deployer-service
serviceAccountName: deployer-service

terminationGracePeriodSeconds: 30

r) Deployment pack-integration-svc-template

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: pack-integration-svc-template
name: pack-integration-svc-template
name: pack-integration-svc-template
namespace: develop
spec:
progressDeadlineSeconds: 600
replicas: 1
revisionHistoryLimit: 10
selector:
matchLabels:
app: pack-integration-svc-template
strategy:
rollingUpdate:
maxSurge: 50%
maxUnavailable: 50%
type: RollingUpdate
template:
metadata:
creationTimestamp: null
labels:
app: pack-integration-svc-template
deployment: pack-integration-svc-template
spec:
containers:
- env:
- name: POD_ NAME
valueFrom:
fieldRef:
apiVersion: vl
fieldPath: metadata.name
- name: NAMESPACE

valueFrom:
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fieldRef:
apiVersion: vl
fieldPath: metadata.namespace
- name: LOG LEVEL
value: INFO
- name: TZ
value: Europe/Moscow

- name: JAVA OPTS

value: '-XX:+UseContainerSupport -XX:MaxRAMPercentage=75.0"
envFrom:
- configMapRef:

name: pack-integration-svc-template
image: >-
nexus.ru-centrall.internal:5000/pack-integration-svc-tem-
plate:develop
imagePullPolicy: Always
name: pack-integration-svc-template
ports:
- containerPort: 8080
protocol: TCP
resources:
limits:
cpu: '2'
ephemeral-storage: 300Mi
memory: 1Gi
requests:
cpu: 150m
ephemeral-storage: 100Mi
memory: 1Gi
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: docker-registry-pull-secret
nodeSelector:
node-role.kubernetes.io/worker: worker
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
serviceAccount: deployer-service
serviceAccountName: deployer-service

terminationGracePeriodSeconds: 30
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1) Deployment kafka-template-service

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: kafka-template-service
name: kafka-template-service
name: kafka-template-service
namespace: develop
spec:
progressDeadlineSeconds: 600
replicas: 1
revisionHistoryLimit: 10
selector:
matchLabels:
deployment: kafka-template-service
strategy:
rollingUpdate:
maxSurge: 25%
maxUnavailable: 25%
type: RollingUpdate
template:
metadata:
annotations:
app.kubernetes.io/name: kafka-template-service
prometheus.io/scrape: 'true'
creationTimestamp: null
labels:
app: kafka-template-service
deployment: kafka-template-service
spec:
containers:
- env:
- name: POD NAME
valueFrom:
fieldRef:
apiVersion: vl
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:

fieldRef:
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apiVersion: vl
fieldPath: metadata.namespace
- name: LOG_ LEVEL
value: INFO
- name: TZ
value: Europe/Moscow
ports:
- containerPort: 8080
protocol: TCP
resources:
limits:
cpu: '2'
ephemeral-storage: 300Mi
memory: 1Gi
requests:
cpu: 150m
ephemeral-storage: 100Mi
memory: 1Gi
image: >-
nexus-dev-javax.ru-centrall.internal:5000/kafka-template-ser-
vice:develop
imagePullPolicy: Always
name: kafka-template-service
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: docker-registry-pull-secret
nodeSelector:
node-role.kubernetes.io/worker: worker
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
serviceAccount: deployer-service
serviceAccountName: deployer-service

terminationGracePeriodSeconds: 30

e) Deployment brok

apiVersion: apps/vl
kind: Deployment

metadata:
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annotations:
meta.helm.sh/release-name: brok
meta.helm.sh/release-namespace: develop
labels:
app: brok
app.kubernetes.io/managed-by: Helm
name: brok
name: brok
namespace: develop
spec:
progressDeadlineSeconds: 600
replicas: 1
revisionHistoryLimit: 10
selector:
matchLabels:
app: brok
strategy:
rollingUpdate:
maxSurge: 25%
maxUnavailable: 25%
type: RollingUpdate
template:
metadata:
labels:
app: brok
deployment: brok
spec:
containers:
- env:
- name: POD_ NAME
valueFrom:
fieldRef:
apiVersion: vl
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:
apiVersion: vl
fieldPath: metadata.namespace
- name: LOG_LEVEL
value: DEBUG

- name: TZ
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value: Europe/Moscow
envFrom:
- configMapRef:
name: brok
image: nexus.ru-centrall.internal:5000/brok:develop
imagePullPolicy: Always
livenessProbe:
failureThreshold: 3
httpGet:
path: /actuator/health/liveness
port: 8081
scheme: HTTP
initialDelaySeconds: 600
periodSeconds: 30
successThreshold: 1
timeoutSeconds: 10
name: brok
ports:
- containerPort: 8081
protocol: TCP
readinessProbe:
failureThreshold: 1
httpGet:
path: /actuator/health/readiness
port: 8081
scheme: HTTP
initialDelaySeconds: 30
periodSeconds: 30
successThreshold: 1
timeoutSeconds: 1
resources:
limits:
cpu: 600m
memory: 4Gi
requests:
cpu: 300m
memory: 2Gi
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:

- name: docker-registry-pull-secret
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restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
serviceAccount: < SA >
serviceAccountName: < SA >

terminationGracePeriodSeconds: 30

x) Deployment brok-bpm

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: brok-bpm
app.kubernetes.io/managed-by: Helm
name: brok-bpm
name: brok-bpm
namespace: develop
spec:
progressDeadlineSeconds: 600
replicas: 1
revisionHistoryLimit: 10
selector:
matchLabels:
app: brok-bpm
strategy:
rollingUpdate:
maxSurge: 25%
maxUnavailable: 25%
type: RollingUpdate
template:
metadata:
creationTimestamp: null
labels:
app: brok-bpm
deployment: brok-bpm
spec:
containers:
- env:
- name: POD_ NAME
valueFrom:

fieldRef:
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apiVersion: vl
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:
apiVersion: vl
fieldPath: metadata.namespace
- name: LOG LEVEL
value: DEBUG
- name: TZ
value: Europe/Moscow
envFErom:
- configMapRef:
name: brok-bpm
image: nexus.ru-centrall.internal:5000/brok-bpm:develop
imagePullPolicy: Always
livenessProbe:
failureThreshold: 3
httpGet:
path: /actuator/health/liveness
port: 8082
scheme: HTTP
initialDelaySeconds: 600
periodSeconds: 30
successThreshold: 1
timeoutSeconds: 10
name: brok-bpm
ports:
- containerPort: 8082
protocol: TCP
readinessProbe:
failureThreshold: 1
httpGet:
path: /actuator/health/readiness
port: 8082
scheme: HTTP
initialDelaySeconds: 30
periodSeconds: 30
successThreshold: 1
timeoutSeconds: 1
resources:

limits:
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cpu: 600m
memory: 4Gi
requests:
cpu: 300m
memory: 2Gi
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: docker-registry-pull-secret
nodeSelector:
node-role.kubernetes.io/worker: worker
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
serviceAccount: deployer-service
serviceAccountName: deployer-service

terminationGracePeriodSeconds: 30

3) Deployment brok-auth

apiVersion: apps/vl
kind: Deployment
metadata:
annotations:
meta.helm.sh/release-name: brok
meta.helm.sh/release-namespace: develop
generation: 2
labels:
app: brok-auth
app.kubernetes.io/managed-by: Helm
name: brok-auth
name: brok-auth
namespace: develop
spec:
progressDeadlineSeconds: 600
replicas: 1
revisionHistoryLimit: 10
selector:
matchLabels:
app: brok-auth
strategy:
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rollingUpdate:
maxSurge: 25%
maxUnavailable: 25%
type: RollingUpdate
template:
metadata:
labels:
app: brok-auth
deployment: brok-auth
spec:
containers:
- env:
- name: POD NAME
valueFrom:
fieldRef:
apivVersion: vl
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:
apivVersion: vl
fieldPath: metadata.namespace
- name: LOG_LEVEL
value: DEBUG
- name: TZ
value: Europe/Moscow
envFrom:
- configMapRef:
name: brok-auth
image: nexus.ru-centrall.internal:5000/brok-auth:develop
imagePullPolicy: Always
livenessProbe:
failureThreshold: 3
httpGet:
path: /auth/
port: 8080
scheme: HTTP
initialDelaySeconds: 600
periodSeconds: 30
successThreshold: 1
timeoutSeconds: 10

name: brok-auth
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ports:
- containerPort: 8080
protocol: TCP
readinessProbe:
failureThreshold: 1
httpGet:
path: /auth/realms/master
port: 8080
scheme: HTTP
initialDelaySeconds: 30
periodSeconds: 30
successThreshold: 1
timeoutSeconds: 1
resources:
limits:
cpu: 600m
memory: 4Gi
requests:
cpu: 300m
memory: 2Gi
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: docker-registry-pull-secret
nodeSelector:
node-role.kubernetes.io/worker: worker
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
serviceAccount: deployer-service
serviceAccountName: deployer-service

terminationGracePeriodSeconds: 30

u) Deployment brok-ui

apiVersion: apps/vl

kind: Deployment

metadata:
annotations:

meta.helm.sh/release-name: brok
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meta.helm.sh/release-namespace: develop
labels:
app: brok-ui
app.kubernetes.io/managed-by: Helm
name: brok-ui
name: brok-ui
namespace: develop
spec:
progressDeadlineSeconds: 600
replicas: 1
revisionHistoryLimit: 10
selector:
matchLabels:
app: brok-ui
strategy:
rollingUpdate:
maxSurge: 25%
maxUnavailable: 25%
type: RollingUpdate
template:
metadata:
labels:
app: brok-ui
deployment: brok-ui
spec:
containers:
- env:
- name: POD_ NAME
valueFrom:
fieldRef:
apivVersion: vl
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:
apiVersion: vl
fieldPath: metadata.namespace
- name: LOG_LEVEL
value: DEBUG
- name: TZ
value: Europe/Moscow

envFrom:
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- configMapRef:

name: brok-ui

image: nexus.ru-centrall.internal:5000/brok-ui:develop

imagePullPolicy: Always
livenessProbe:

failureThreshold: 3
httpGet:

path:

port: 8080
scheme: HTTP
initialDelaySeconds:
periodSeconds: 30
successThreshold: 1
timeoutSeconds: 10
name: brok-ui
ports:

containerPort: 8080

protocol: TCP

readinessProbe:
failureThreshold: 1

httpGet:

/

8080

path:
port:

scheme: HTTP

initialDelaySeconds:
periodSeconds: 30

successThreshold: 1

timeoutSeconds: 1
resources:
limits:
cpu: 600m
memory: 4Gi
requests:
cpu: 300m
memory: 2Gi

terminationMessagePath:

/actuator/health/liveness

600

30

/dev/termination-log

terminationMessagePolicy: File

dnsPolicy: ClusterFirst
imagePullSecrets:
- name:

nodeSelector:

node-role.kubernetes.io/worker:

docker-registry-pull-secret

worker




40

restartPolicy: Always

schedulerName: default-scheduler
securityContext: {}

serviceAccount: deployer-service
serviceAccountName: deployer-service

terminationGracePeriodSeconds: 30

2.1.2. Onucanne template ConfigMap.yml| ajs ka10ro KOMIIOHEHTA MPHJIOKEHHUS

1) B kauectBe onmcanus cymuoctd ConfigMap s kommonenta emulator-service ucrmois-

3yercs caeayrommi template:

apiVersion: vl
kind: ConfigMap
metadata:
labels:
app: < DC NAME >
name: < DC NAME >
namespace: < PROJECT >
data:
spring.kafka.bootstrapServers: < KAFKA BOOTSTRAP SERVERS >
spring.kafka.consumer.grouplId: < DC_NAME >
spring.kafka.consumer.concurrency: '1'
spring.kafka.consumer.pollTimeout: '5000'

spring.kafka.listener.ackMode: 'MANUAL'

spring.datasource.url: < DATASOURCE URL >
spring.datasource.username: < DATASOURCE USERNAME >
spring.datasource.schema: < DATASOURCE SCHEMA >

spring.datasource.maxPoolSize: '5'

spring.liquibase.change-log: classpath:root-changelog.xml

spring.liquibase.liquibase-schema: ${spring.datasource.schema}

common . kafka.consumer.topic: < INPUT KAFKA TOPIC >

[TapameTtpsl, KoTOpBIEe HEOOX0AUMO 3a1ath B template nmepen deploy ConfigMap komnonenTa
emulator-service:

<DC_NAME> — nMst KOMITOHEHTA TPUIIOKEHUS. PekoMeH1yemMple IMeHa 11 KOMIIOHEHTOB
MIPHATOKCHU: emulator-service, OJIHAKO MOXeET OBITH 3aaHO JIFD00E MM KOMIIOHEHTA MPHI0KCHHS B

COOTBETCTBUH C TPEOOBAaHUSAMU HEMMHUHIa PUIIOKEHUN BHYTPH YUPEXKICHUS.
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<PROJECT> — mpocTpaHCTBO UMEH OPKECTPATOPa, B KOTOPOE HETIOCPEICTBEHHO OyIeT OCy-
mecTBIAThes deploy mpunoxeHus.

< KAFKA BOOTSTRAP_SERVERS > — anpec cepsepa kafka, ¢ kotopsiM ocyrectsisieTcs
B3aUMO/ICHICTBHE TIPHIIOKCHHSL. Anpec Kafka 3anaéres CIICAYIOLTIM obpazom:
<SERVER_NAME>:<PORT> rne SERVER_NAME — FQDN (moMeHHOE WMs) BUPTyaJIbHON Ma-
IIMHBI U KOPOTKOE UMSI TT0J1a ¢ 3aIyIIIEHHOW Ha HEM CHUCTEMOM yIipaBieHus 6a3amu gjanHbix, <PORT>
— HOMEp IOpTa [0 KOTOPOMY OCYIIECTBIISICTCSI B3aUMOJICHCTBHE C OPOKEPOM COOOIIICHHIA.

< DATASOURCE_URL > — aapec 6a3bl JaHHBIX, HCIIOIB3YeMOM MpHitoskeHrneM Brok B mpo-
1[eCce CBOECH MITaTHOM paboThl. 3HAYCHUE IEPEMEHHOM (hOpMHUPYETCs CleayromuM oopazom: jdbc:post-
gresql://[<DB_SERVER_NAME>/<DB_NAME>, rne DB_SERVER_NAME — FQDN (momenHoe
UMs1) BUPTYQJIbHOW MAIIMHBI WM KOPOTKOE UM T0Ja C 3alylICHHON Ha HEM CHUCTEMOW yIpaBJICHUS
0azamu nanHeix, DB_NAME — Ha3Banme 0a3bl JaHHBIX K KOTOPOW HEOOXOIUMO TOJKIFOYHTHCS
JAHHO-MY KOMITOHCHTY TIPUIIOKEHHUS.

< DATASOURCE_USERNAME > — ums y4eTHO# 3a1uicu oJIb30BaTeINs, C TOMOIIBIO KOTO-
POl HEOOXOIUMO TIOJKITFOUATHCSI K 0a3e NaHHbBIX.

< DATASOURCE_SCHEMA > — na3Banue cxembl B 0a3e JaHHBIX, KOTOPasi UCIIOIb3YETCs
JAaHHBIM KOMIIOHCHTOM NPHIIOKCHHUS. PeKOMeHZIyeMOG 3Haue”ue: emulator-service.

< INPUT_KAFKA_TOPIC > — na3Banue Tonuka B opokepe coodmenuii Kafka ¢ koropsim

OCYHICCTBIIAACTCA B3aHMOHeﬁCTBHC IMPHUIIOKCHHA. PeKOMeHI[yeMOG 3HAYCHUC! emUlator-serVice'g roup.

2) B xauectBe onucanus cymuoctu ConfigMap mist kommonenTa pack-integration-sve-tem-

plate ucrones3yercs cneayronmii template

apiVersion: vl
kind: ConfigMap
metadata:
labels:
app: < DC NAME >
name: < DC NAME >
namespace: < PROJECT >
data:
kafka.bootstrapServers: < KAFKA BOOTSTRAP SERVERS >
kafka.groupConsumer.groupId: pack-integration-svc-template
kafka.groupConsumer.pollTimeout: '3000'
kafka.groupConsumer.concurrency: '1'
kafka.groupConsumer.topic: pack-integration-svc-template-group

kafka.specificConsumer.groupld: pack-integration-svc-template
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kafka.specificConsumer.pollTimeout: '3000'
kafka.specificConsumer.concurrency: '1'
kafka.specificConsumer.topic: pack-integration-svc-template-specific
kafka.uiConsumer.groupld: pack-integration-svc-template
kafka.uiConsumer.pollTimeout: '3000'
kafka.uiConsumer.concurrency: '1'
kafka.uiConsumer.topic: pack-integration-svc-template-ui
spring.datasource.url: < DATASOURCE URL >
spring.datasource.username: < DATASOURCE USERNAME >
spring.datasource.password: < DATASOURCE PASSWORD >
spring.main.allow-bean-definition-overriding: 'true'
external.url: < EXTERNAL URL >

external.delay: '< PA DELAY >'

external.timeout: '< TIMEOUT >'
external.system.attempts.timeout: '10000'
external.system.attempts.count: '< MAX RETRY COUNT >'
feign.client.config.default.connectTimeout: '45000'

feign.client.config.default.readTimeout: '45000'

3) IMapametpsl, KOoTOpBIe HeoOXoauMoO 3axath B template mepen deploy ConfigMap komrio-
Henta pack-integration-sve-template:

<DC_NAME> — ums koMIoHeHTa NpujIokeHus. Pekomenayemble UMeHa 1711 KOMIIOHEHTOB
npuiiokeHus: pack-integration-sve-template, ograko MoxeT OBITH 337aHO JIF0OOOE MMsI KOMIIOHEHTA
MIPUJIOKEHUS B COOTBETCTBUH C TPEOOBAaHUSAMH HEHMHUHTA MPUIIOKEHUI BHYTPH YUPEIKIACHUS.

<PROJECT> — npocTpaHCTBO UMEH OpPKECTPaTopa, B KOTOPOE HEMOCPEICTBEHHO OyIeT OCy-
mecTBIAThCs deploy mpunoxeHus.

< KAFKA_BOOTSTRAP_SERVERS > — noMmeHHOE UMS B TIOPT UCIOIB3YEMOTo OpoKepa
coobmenuii kafka.

<DATASOURCE_URL> — anpec 6a3bl 1aHHBIX, UCIIOJIb3YyEeMON MPHUIIOKEHUEM B Ipoliecce
cBOe mTaTHOM paboThl. 3HaueHHWe TMepeMeHHOW ¢GopMHUpYeTCs  CIEAYIOUUM  00pazoM:
jdbc:postgresql://<DB_SERVER NAME>/<DB NAME>, rne DB SERVER NAME — FQDN Bup-
TyaJIbHOM MalllMHbI WJIM KOPOTKOE MM [10/1a C 3aMyIeHHON Ha HEM CUCTEMOH yIipaBiieHUs 0a3amMu JjaH-
HbIX, DB NAME — Ha3Banue 0a3bl JaHHBIX K KOTOPOH HEOOXOAUMO MOAKIIOYUTHCS JaHHOMY KOMIIO-
HEHTY NPHIIOKEHHUS.

<DATASOURCE_USERNAME> — ums y4eTHO#1 3aITiCH TOJIb30BaTEIsI, C TIOMOIIBIO KOTO-
POit HEOOXOIMMO TTOAKITFOYATHCS K 0a3e TaHHBIX.

<DATASOURCE_PASSWORD> — mapoiib OT y4eTHOI 3aITUCH T0JIb30BaTEIIS, C TIOMOIIBIO

KOTOpOﬁ HCO6XOI[I/IMO IOAKIIFOYAaThCA K Oaze JaHHBbIX.
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< EXTERNAL_URL > — BHewmHui aapec npuiokeHus o KOTOpoMy K HEMY MOXKHO IOJTy-
YHUTH TOCTYII.

<PA_DELAY > — Bpems 0’)kHIaHHsI OTBETA OT BHEITHETO KJIMEHTa B MUJUTUCEKYHIaX.

< TIMEOUT > — Bpems oxu1aHus 10 MOIBITKA MTOBTOPHOTO MOAKIIOUEHHUS BHEIITHETO KITH-
eHTA.

< MAX_RETRY_COUNT > — MakcuManbHOE KOJTUYECTBO MOBTOPHBIX MOIKIIFOUCHUH.

4) B xauectBe onucanus cyrmroctu ConfigMap s kommonenta brok ncmosb3yercst ciiey-

romuii template:

apiVersion: vl
kind: ConfigMap
metadata:
labels:
app: < DC NAME >
name: < DC NAME >
namespace: < PROJECT >
data:
DATASOURCE URL: '< DATASOURCE URL >'
DATASOURCE USERNAME: '< DATASOURCE USERNAME >'
DATASOURCE PASSWORD: '< DATASOURCE PASSWORD >'
APPLICATION PATHS UI: '< APPLICATION PATHS UI >'
APPLICATION PATHS CORE: '< APPLICATION PATHS CORE >'
APPLICATION PATHS BPM: '< APPLICATION PATHS BPM >!
APPLICATION AUTHORIZATION DATABASE SCHEME: ‘APPLICATION_AUTHORIZATION_DATA—
BASE_SCHEME’
AUDIT ENABLED: < AUDIT ENABLED >
CLEANER CRONEXPRESSION: < CLEANER CRONEXPRESSION >
CLEANER AUDIT ENABLED: < CLEANER AUDIT ENABLED >
CLEANER AUDIT COUNT: < CLEANER AUDIT COUNT >
CACHE ENABLED: < CACHE ENABLED >
CACHE PROPERTIES CLUSTERS ENABLED: < CACHE PROPERTIES CLUSTERS ENABLED >
CACHE PROPERTIES FAVORITES ENABLED: < CACHE PROPERTIES FAVORITES ENABLED >
CACHE PROPERTIES TEMPLATES ENABLED: < CACHE PROPERTIES TEMPLATES ENABLED >
CACHE PROPERTIES TOPICS ENABLED: < CACHE PROPERTIES TOPICS ENABLED >

5) [apamerpsl, KoTOpBIe HEoOXonuMo 3anate B template mepex deploy ConfigMap xomro-

HeHTa brok:
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<DC_NAME> — uMs KOMITIOHEHTa TPUJIOKEHUs. PexoMeH1yemMble IMeHa 1711 KOMIIOHEHTOB
npunoxxenust: brok/brok-bpm/brok-auth/brok-ui, ogaaxo Moxer ObITh 3a1aHO JTHOO0E UMSI KOMIIOHEHTA
MPUJIOKEHUS B COOTBETCTBUU C TPEOOBAHUSMU HEMMHUHIa IPUIIOKEHUIN BHYTPH YUPEKICHUS.

<PROJECT> — npocTpaHCTBO UMEH OPKECTPATOpa, B KOTOPOE HEIIOCPEACTBEHHO OYIET OCy-
mecTBIAThCs deploy mpuoxeHus.

<DATASOURCE_URL> — anpec 6a3bl JaHHBIX, HCIIOJIb3YEeMOM TpuiioxenuemM Brok B mpo-
mecce cBOell ITaTHOM paboThl. 3HAYEHUE MEPEeMEHHON QOopMUpPYETCs CIEAYIOUMM 00pazoM:
jdbc:postgresql://<DB_SERVER_NAME>/<DB_NAME>, rie DB_SERVER_NAME — FQDN Bup-
TyaJbHON MalIMHBI WJIK KOPOTKOE UMsI TIOJ1a C 3aIlyIIeHHOW Ha HEM CUCTEMOH yIpaBieHus 0a3aMu JaH-
Hbix, DB_NAME — na3Banue 6a3bl 1aHHBIX, K KOTOPOI HEOOXOIUMO TIOIKITIOUYUTHCS JAHHOMY KOMITO-
HEHTY MPHUIIOKEHUS.

<DATASOURCE_USERNAME> — ums y4eTHOI1 3amucu MoJib30BaTesl, C MTOMOIIbIO KOTO-
poii HeOOXOIUMO MOKITIOYATHCS K 0a3e JTaHHBIX.

< APPLICATION_AUTHORIZATION_DATABASE_SCHEME > — Ha3Banme cXeMbl B
0a3e TaHHBIX, K KOTOPO MOJIKIIFOUAETCS CEPBUC.

<APPLICATION_PATHS_UI> — nepemeHnHasl, onpeesonas myTh J0 CYIHOCTH SEervice
kommonenta Ul 3HaueHue  TepeMeHHOW  (dopmmpyercs — ciaeayommMm  oOpasom:
http://<Ul_SERVICE_NAME>, rae Ul_SERVICE_NAME — na3Banue cymHocta Service, otseva-
101U 32 6aTaHCHUPOBKY 3allPOCOB, HAMIPABJICHHBIX K KOHTEHHEPY, B KOTOPOM (DYHKIIMOHUPYET KOMIIO-
HeHT Ul. PexoMeHyeMoe 3HaueHHe JaHHO# epeMeHHo#: brok-ui, ogHako MoxeT ObITh 3aJaHO JIF000e
WHOE Ha3BaHHE, KOTOPOE UCIOJB3YETCs sl CYNHOCTH Service kommonenta Ul.

< APPLICATION_PATHS_CORE > — niepeMeHHast OnpeIesIFoIiast myTh JI0 CYITHOCTH Ser-
vice kommonenta Ul. 3HayeHWe TepeMeHHOW (QopMHpyeTcsl  CIEAYIOUMM  00pazoMm:
http://CORE_SERVICE_NAME>, rnie CORE_SERVICE_NAME — Ha3BaHue CyIIHOCTH SErvice, ot-
BEYAIOIINI 3a OaTaHCUPOBKY 3allpOCOB, HAINPABICHHBIX K KOHTEHHEPY, B KOTOPOM (YHKIIMOHHUPYET
komrnoneHT COREI. PexomeHnayeMoe 3HaueHue TaHHON NIEpeMEHHOI: Drok-core, omHako MOXKeET ObITh
3a/1aHO JTF000e MHOE Ha3BaHUE, KOTOPOE MCIONb3yeTC s UTs CyInHOCTH Service komnonenta CORE.

< APPLICATION_PATHS_BPM > — nepeMenHas omnpeaensionas myTh 10 CYIIHOCTH Ser-
vice kommoHenta Ul 3HaueHHEe TEepeMEeHHOW (QopMuUpyeTcss  ClIeayronmM  o0pazoM:
http://<BPM_SERVICE_NAME>, rne BPM_SERVICE_NAME — Ha3BaHue CyIIHOCTH SErvice, oT-
BEUAIOIIMA 32 OATAHCHUPOBKY 3alpOCOB, HANPABIEHHBIX K KOHTEHHEpPY, B KOTOPOM (YHKIIHOHUPYET
komroneHT BPM. Pexomennyemoe 3HaueHne nanHoi nepemeHHoit: brok-BPM, ogHako Moxert OBbITh
3aJ1aHo JII000e UHOE Ha3BaHKE, KOTOPOE UCIIONIB3YETCS TS CYIITHOCTH Service kommornenta BPM.

< CACHE_ENABLED > — mnapamerp, oTBeUaronuii 3a BKIIIOYCHHE/OTKIIIOYCHNE ()YHKIINA

KIIIMPOBAHUS HCIIOIB3YEMOH B MPHIOKEHUH B 1iesioM. [IpuHiMaet 3nadenue true/false.
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< CACHE_PROPERTIES_CLUSTERS_ENABLED > — napamerp, OTBEYaOIINii 32 BKIIIO-
YeHUE/OTKIIIOYCHUE KIIUpoBaHus OpokepoB. [Ipuaumaer 3nauenue true/false.

< CACHE_PROPERTIES_TOPICS_ENABLE > — mapamMerp, OTBEYarOIIHi 3a BKIIOYC-
HHE/OTKIIIOYEHHE K3IMpoBaHus TonukoB. [Ipunumaer 3nauenue true/false.

< CACHE_PROPERTIES_FAVORITES_ENABLED > — napamerp, oTBeuaromuii 3a BKIIt0-
YEeHUE/OTKIIIOYCHUE KAIIUpOoBaHus n3opanubix. [Ipuaumaer 3nauenue true/false.

< CACHE_PROPERTIES_TEMPLATES_ENABLED > — mnapametp, oTBedarmmui 3a
BKJIFOUYCHHE/OTKIIIOUYCHHE K3UIMpoBaHus madioHoB. [IpunimMaer 3Hauenue true/false.

< AUDIT_ENABLED > — napametp, oTBe4aroNuii 3a BKIIOUEHHE/OTKIIOUEHHE JIOTUPOBA-
HUsSI JICWCTBHI TOJIb30BaTells B puiiokeHun. [Ipuanmaer 3nauenue true/false.

<CLEANER_AUDIT_ENABLED > — mapameTp, oTBeUaromuii 3a BKIFOUCHHE/OTKITIOUYCHUE
OYMCTKH 0a3bl IaHHBIX OT CTapbIX 3alHCeH, CoJep KalnX HHPOPMAIIHIO O ASHCTBHAX MOJIb30BaTECH B
npuioxenuu. [Ipuaumaer 3naduenue true/false.

< CLEANER_AUDIT_COUNT > — nmapamMeTtp, OnpeAessfolnii MUHIMaJIbHOE KOJINIECTBO
3amuced NecTBHI MOb30BaTeseil (s KaI0T0 MOJIb30BaTelIs), KOTOPOE OCTAHETCs MOCIe OYHCTKU
0a3bl JaHHBIX.

< CLEANER_CRONEXPRESSION > — napametp, onpeAensionmid paciucanue OYUCTKH
0a3bl JaHHBIX OT CTAPBIX 3aIKCEH, CoAepKAIUX HH(YOPMAIHIO O ICHCTBHSX MOJIB30BATENCH B MPUIIO-

KCHHU.

6) B kadectBe onucanus cymHoctu ConfigMap s kommonenTa brok-bpm ucnonesyercs

cienyromuii template:

apiVersion: vl
kind: ConfigMap
metadata:
labels:
app: < DC NAME >
name: < DC NAME >
namespace: < PROJECT >
data:
SECRET NAME: < DC NAME >
DATASOURCE URL: < DATASOURCE URL >
DATASOURCE USERNAME: < DATASOURCE USERNAME >
DATASOURCE SCHEMA: < DATASOURCE SCHEMA >
APPLICATION PATHS UI: < APPLICATION PATHS UI >
APPLICATION PATHS CORE: < APPLICATION PATHS CORE >
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7) TTapametpbl, KoTOphIe HeoOxoauMO 3anaTh B template mepen deploy ConfigMap xomrio-
Hernrta brok-bpm

<DC_NAME> — ums KOMIIOHEHTa IPWIOKEHUA. PekoMeH1yeMbple UMEHA /11T KOMIIOHEHTOB
npuiaoxenus: brok/brok-bpm/brok-auth/brok-ui, ograko moxkeT ObITH 3a1aHO JTF000€ UMSI KOMITOHCHTA
MIPUJIOKEHUSI B COOTBETCTBUU C TPEOOBAHUSIMU HEMMIHTA IPUIIOKEHUH BHYTPH YUPEKICHUS.

<PROJECT> — mpocTpaHCTBO UMEH OPKECTPATOPa, B KOTOPOE HEIIOCPEICTBEHHO OyIeT OCy-
IECTBIATHCA deploy mprIoKeHusI.

<APPLICATION_PATHS_Ul> — nepemeHHas, onpeaesonas myTh 10 CyIHOCTH Service
KOMITOHECHTA ul. 3HaueHue MePEeMEHHOMN dbopmupyercs CJICTYFOIIIUM obpa3zom:
http://<Ul_SERVICE_NAME>, rae Ul_SERVICE_NAME — na3Banue cymHocTa Service, oteeva-
IONIHIA 32 0aJTaHCUPOBKY 3aIIPOCOB, HAIIPABIECHHBIX K KOHTCHHEPY, B KOTOPOM (DYHKIIMOHHPYET KOMITO-
HeHnt Ul. PexoMenyemoe 3HaueHne qaHHOU epeMeHHoi: brok-ui, ograko Moxer ObITh 3a1aHO JH000€
HMHOE Ha3BaHHE, KOTOPOE MUCIIOJIB3YETCs sl CYNHOCTH Service kommonenta Ul.

< APPLICATION_PATHS_CORE > — nepemeHHas1, onpeaestonias myTh 10 CYIIHOCTH Ser-
vice kommonenta Ul. 3HayeHUE TMepeMeHHOW  (QOopMHUpPYETCs  CICAYIOUMM  00pa3oM:
http://CORE_SERVICE_NAME>, rnie CORE_SERVICE_NAME — Ha3BaHue CyIHOCTH SErvice, or-
BEYAIOIINI 32 OaTaHCUPOBKY 3aIllpOCOB, HAINPABICHHBIX K KOHTEHHEPY, B KOTOPOM (YHKIHOHHUPYET
komroneHT COREI. Pekomenayemoe 3HaueHue naHHO# nepemenHoii: brok-core, oqHako MOXeT ObITh
3a71aHo J1I000€ MHOE Ha3BaHUE, KOTOPOE MCIOb3yeTCs s CylHOCTH Service kommonernta CORE.

<DATASOURCE_URL> — azipec 6a3bl JaHHBIX, UCIIOIb3yeMO# npuiiokennem Brok B mpo-
1ecce CcBOeH IITaTHOM paboThl. 3HaueHUE TMEepeMEeHHOW (OpMUpPYETCs CIEAYIOIUM 00pa3oMm:
jdbc:postgresql://<DB_SERVER_NAME>/<DB_NAME>, rie DB_SERVER_NAME — FQDN Bup-
TyaJIbHOM MaIlTMHbBI HIIM KOPOTKOE MM [T0/1a C 3aMyIeHHON Ha HEM CUCTeMOH YIpaBieHus 6a3amu JaH-
Hbeix, DB_NAME — na3Banue 6a3bl 1aHHBIX, K KOTOPOI HEOOXOUMO TOKITIOYUTHCS JAHHOMY KOMIIO-
HEHTY TPHJIOKEHUS.

<DATASOURCE_USERNAME> — ums y4eTHOi1 3aIiCH MTOJIb30BATENS, C IIOMOIIBIO KOTO-
poii He0OXOIUMO MOAKITIOYATHCS K 0a3e TaHHBIX.

< DATASOURCE _SCHEMA> — na3BaHMe cxeMbl B 6a3e JaHHBIX, KOTOpask UCIOJb3yeTCs

JaHHBIM KOMITOHCHTOM MPHJIOKEHUs. 3HaUeHue 1o ymodanuio: brok_bpm.

8) B kauectBe onmcanus cymuoctu ConfigMap ans kommonenrta brok-auth ucmons3yercs

creayronmii template:

apiVersion: vl
kind: ConfigMap

metadata:
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labels:
app: < DC NAME >
name: < DC NAME >
namespace: < PROJECT >
data:
SECRET NAME: < DC_NAME >
KEYCLOAK DATABASE HOST : '< DB ADDR >'
KEYCLOAK DATABASE PORT: '< DB _PORT >'
KEYCLOAK DATABASE VENDOR: '< DB VENDOR >'
KEYCLOAK DATABASE NAME: '< DB DATABASE >'
KEYCLOAK DATABASE SCHEM: '< DB SCHEMA >'
KEYCLOAK ADMIN: '< KEYCLOAK USER >'
KEYCLOAK ENABLE HEALTH ENDPOINTS: < KEYCLOAK ENABLE HEALTH ENDPOINTS >
PROXY ADDRESS FORWARDING: '< PROXY ADDRESS FORWARDING >'
KEYCLOAK LOGLEVEL: '< KEYCLOAK LOGLEVEL >'
ROOT LOGLEVEL: '< ROOT_ LOGLEVEL >'

9) [apamerpsbl, KOoTOpBIE HeoOXxonuMo 3anath B template mepex deploy ConfigMap xomrio-

Henta brok-auth:

<DC_NAME> — umMst KOMIIOHEHTa IPUJIOKEHUsA. PexoMeHyemMple IMEHa [ KOMIIOHEHTOB
npunoxenus: brok/brok-bpm/brok-auth/brok-ui, ogaako Moxet ObITh 3a1aHO JIFOOOE UMSI KOMITOHEHTA
MPUIIOKEHUS B COOTBETCTBUH € TPEOOBAaHUAMM HEHMHMHIa MPUIIOKEHUN BHYTPH YUPEKACHUS.

<PROJECT> — npocTpaHCTBO UMEH OpKECTPaTopa, B KOTOPOE HEMOCPEICTBEHHO OyIeT OCy-
niecTBIAThCA deploy mpuioKeHus.

<DB_ADDR> — azpec 0a3bl JaHHBIX, HCIIOJIb3YeMOM MpuiiokeHreM Brok B nporecce cBoeit
mraTHoi paboThl. B nepemennyto ykassiBaercs FQDN BupTyanbHON MaIIMHBI MIIM KOPOTKOE UMS CyIII-
HOCTH SErVICe, 0TBEUaroIero 3a 6aaHCHPOBKY 3alPOCOB, HAMTPABJICHHBIX K KOHTEHHEPY € 3aIyIIeHHON
Ha HEM CHUCTEMOU yrpaBlieHUs 0a3aMu JaHHBIX.

<DB_PORT> — nopr, 110 KoTOpoMy A0CTyIHa 0a3a gaHHbIX. JledonrHoe 3naueHne: 5432

<DB_VENDOR> — napametp, onpeaensionuii CuCTeMy ynpasieHus 6a3aMH JaHHbIX, C KO-
TOPOH B3aMMOJEHUCTBYET JAaHHBII KOMIIOHEHT IPUJIOKEHUS. 3HAaUEHHE 110 YMOJIYaHuto: postgres. Pa-
00Ta KOMIIOHEHTA MPUIIOKEHUS C MHBIMU OTIMYHBIMH OT 3HAUEHUS MO0 YMOJIYaHUIO CUCTEMAMHU YIIPaB-
neHus 6a3aMM JaHHBIX HE IPOBEPSIIACS.

< DB_DATABASE > — napamertp, oIpeIeIsoniii Ha3BaHue 6a3bl JaHHBIX K KOTOPOW HE0O-
XOJUMO MOJAKJIIOUNTHCS JAHHOMY KOMIIOHEHTY IPHUJIOKEHUS.

<DB_SCHEMA> — na3BaHue cxeMbl B 0a3¢ JaHHBIX, KOTOpask HCIIOJIB3YeTCs JTAHHBIM KOM-

MOHEHTOM TIPUJIOKEeHHUs1. 3HaYeHUe 1o yMoauaHuto: brok_auth.
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< KEYCLOAK_USER > — mapameTtp, ¢ MOMOIIbI0 KOTOPOTO 3a1aETCsl JIOTHH MOJIH30BATETIS,
UCTOJIBb3yeMbIl sl aBTopu3auud B Ul 1aHHOTO KOMIIOHEHTa MPHIIOKEHHs. 3HAYCHHE TEePEMEHHOM
OTIPEIENIICTCS] MHMBHUIYaIbHO ISl KQXKI0W UHTETPAIH TPUIIOKESHHUS, TIOATOMY 3HAYCHHUE 110 YMOJI4a-
HUIO OTCYTCTBYET.

< PROXY_ADDRESS_FORWARDING > — mapamerp, ¢ NOMOIIBIO KOTOPOTO MO3BOJIS-
eTcs/3anpenaeTcs UCIoiIb30BaTh HHYOPMAIIHIO, TPEAOCTABICHHYIO IPOKCH, YTOOBI KOPPEKTHO Ompe-
nemuTh [P-anpec kiMeHTa u qpyrue mapaMmeTpsl 3arnpoca. 3HaueHue 1o yMoiryaHuio: true. Pabora kom-
MOHEHTA MPHJIOKEHHSI B IITATHOM PEKUME, C MHBIMH, OTJIUYHBIMUA OT 3HAYCHUS 110 YMOIYAHHIO 3HAYEC-
HUEM MIEPEMEHHON HE TapaHTHPOBaHA.

<KEYCLOAK_ENABLE_HEALTH_ENDPOINTS > — ¢ude-Torri, 0TBeYaIONInii 32 BKIO-
YEeHUE/OTKIIIOYCHHUE CIIeUATbHBIX aIpecoB, HCIONIb3yeMbIX it mpoBepku liveness/readeneless probe.

<KEYCLOAK_LOGLEVEL >— napametp, onpeneistoniiii ypoBeHb JIOTUPOBAHUS JAHHOTO
KOMITIOHEHTa IpuiIokeHus. 3Hauenne no ymomrdanuto: INFO.

<ROOT_LOGLEVEL > — napamertp, onpeensionuii ypoBeHb JOrHPOBaHUS 0a30BOT0 KOH-

TeﬁHepa B KOTOPOM 3allylI€H JaHHOT'O KOMIIOHCHTA IMTPHUJIOKCHU . 3HadueHHe Mo YMOJYaHUIO: INFO.

10) B kauectBe onmcanus cymHoctu ConfigMap ans kommonenta brok-ui ucmosnbssyercs

cienyromuii template:

apiVersion: vl
kind: ConfigMap
metadata:

labels:

app: < DC_NAME >

name: < DC NAME >

namespace: < PROJECT >
data:

AUTH TYPE: < AUTH TYPE >

AUTH_OAUTHZ_RESOURCESERVER_JWT_ISSUERURI: '< AUTH_OAUTHZ_RESOURCE—
SERVER_JWT ISSUERURI >'

AUTH OAUTH2 RESOURCESERVER JWT JWKSETURI: '< AUTH OAUTH2 RESOURCE-
SERVER JWT JWKSETURI >'

11) IlapameTtpsl, KOTOpBIe HeOOX0oaMMO 3a1aTh B template mepen deploy ConfigMap xomro-

HeHTa brok-ui:
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<DC_NAME> — uMs KOMITIOHEHTa TPUJIOKEHUs. PexoMeH1yemMble IMeHa 1711 KOMIIOHEHTOB
npuoxe-nausi: brok/brok-bpm/brok-auth/brok-ui, ognako MoxxeT ObITh 331aHO 1000 UMSI KOMITOHEHTA
MPUJIOKEHUS B COOTBETCTBUU C TPEOOBAHUSMU HEMMHUHIa IPUIIOKEHUIN BHYTPH YUPEKICHUS.

<PROJECT> — npocTpaHCTBO UMEH OPKECTpaTOpa, B KOTOPOE HEITOCPEICTBEHHO OYIET OCy-
mecTBIAThCs deploy mpuoxeHus.

< AUTH_TYPE > — napamerp, onpeAensionuii THI ayTeHTU()UKAIIUH, UCTIOJIb3yEeMblil 1aH-
HBIM KOMITO-HEHTOM Tpuiokenus. 3Hauenue mo ymondanuio: KEYCLOAK. PaboTta komnoHeHTa npu-
JIO’)KEHUS B IITaTHOM PEXHUME, C UHBIMHU, OTJIMYHBIMU OT 3HAYEHHS M0 YMOJYAHUIO 3HAYCHHEM Iepe-
MEHHOU HE POBEPSIIACH.

< AUTH_OAUTH2_RESOURCESERVER_JWT_ISSUERURI > — napamerp, mo3Bossito-
it yka3zate URI, koTopblil uaeHTuGuiupyer KOMIIOHEHT IPUIOKEHUS, OTBEUAIOLIUil 3a BbIJa4y TO-
kenbl JWT, B paMKkax mpouiecca ayTeHTUQHUKauu U apTopusanuu yepe3 OAuth 2.0. 3nauenue no ymosn-
yanuto: http://brok-auth/auth/realms/brok-realm

< AUTH_OAUTH2_RESOURCESERVER_JWT_JWKSETURI > — napameTp, m0O3BOJISIO-
it yka3zate URI, koTopblil uaeHTHGUIMPYET KOMIIOHEHT MPUIIOKEHUS, OTBEUAIOIUI 32 BhIIAUy OT-
KPBITBIX KJIIOYEH, UCIIONB3YeMBbIX Uil MpoBepku noanucu JWT TokeHOB. 3HaueHHE MO YMOIYAHHUIO!

http://brok-auth/auth/realms/ brok -realm/protocol/openid-connect/certs.

12) IIpumepsl template s kaxaI0ro KOMIOHEHTA IPUIOKEHUS.

a) ConfigMap emulator-service-group

apiVersion: vl

data:
common.kafka.consumer.topic: emulator-service-group
spring.datasource.maxPoolSize: '5'
spring.datasource.schema: emulator service
spring.datasource.url: jdbc:postgresqgl://postgres.ru-centrall.inter-

nal:5432/javax_dbl

spring.datasource.username: emulator service
spring.kafka.bootstrapServers: kafka.ru-centrall.internal:9092
spring.kafka.consumer.concurrency: '1'
spring.kafka.consumer.groupId: emulator-service
spring.kafka.consumer.pollTimeout: '5000'
spring.kafka.listener.ackMode: MANUAL

spring.liquibase.change-log: classpath:root-changelog.xml

spring.liquibase.liquibase-schema: ${spring.datasource.schema}
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kind: ConfigMap

metadata:

labels:

app:

name:

emulator-service

emulator-service

namespace: develop

6) ConfigMap pack-integration-svc-template

apiVersion: vl

data:

external.delay: '1000'

external.system.attempts.count: '5'

external.system.attempts.timeout: '10000'

external.timeout: '45'

external.url: http://emulator-service/test/pack-integration-svc-tem-

plate/common/external

feign.
feign.
kafka.
kafka.
kafka.
kafka.
kafka.
kafka.
kafka.
kafka.
kafka.
kafka.
kafka.
kafka.
kafka.

client.config.default.connectTimeout: '45000'
client.config.default.readTimeout: '45000'
bootstrapServers: kafka.ru-centrall.internal:9092
groupConsumer.concurrency: '1'

groupConsumer.groupld: pack-integration-svc-template
groupConsumer.pollTimeout: '3000'

groupConsumer.topic: pack-integration-svc-template-group
specificConsumer.concurrency: '1'
specificConsumer.groupld: pack-integration-svc-template
specificConsumer.pollTimeout: '3000'
specificConsumer.topic: pack-integration-svc-template-specific
uiConsumer.concurrency: '1l'

uiConsumer.groupld: pack-integration-svc-template
uiConsumer.pollTimeout: '3000'

uiConsumer.topic: pack-integration-svc-template-ui

spring.datasource.password: akwdbkawbdwiuyeg@&@ (I& (HG!BI-

Hawjdbkawdl1O@Q!Q@jnK@) )

spring.datasource.url: jdbc:postgresqgl://postgres.ru-centrall.inter-

nal:5432/javax_

dbl

spring.datasource.username: javax rbg adapter

spring.main.allow-bean-definition-overriding: 'true'

kind: ConfigMap

metadata:

labels:
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app: pack-integration-svc-template
name: pack-integration-svc-template

namespace: develop

B) ConfigMap brok

- apiVersion: vl
kind: ConfigMap
metadata:

labels:

app: brok

name: brok

namespace: develop
data:

AUDIT ENABLED: ‘true’
CLEANER AUDIT COUNT: '100'
CLEANER AUDIT ENABLED: 'true'
CLEANER CRONEXPRESSION: 0 0 0 * * ?

DATASOURCE URL: 'Jdbc:postgresql://pgsqgl.ru-centrall

APPLICATION PATHS UI: 'http://brok-ui/api'
CACHE_ENABLED: 'true'

CACHE PROPERTIES CLUSTERS ENABLED: 'true'
CACHE PROPERTIES TOPICS ENABLED: 'true'
CACHE PROPERTIES FAVORITES ENABLED: 'true'
CACHE PROPERTIES TEMPLATES ENABLED: 'true'
AUDIT ENABLED: 'true'

CLEANER AUDIT COUNT: '100'
CLEANER AUDIT ENABLED: 'true'

CLEANER CRONEXPRESSION: 0 0 0 * * ?

.internal/brok’

r) ConfigMap brok-bpm

apiVersion: vl

data:
APPLICATION PATHS CORE: http://brok-core
APPLICATION PATHS UI: http://brok-ui
CAMUNDA BPM ADMIN USER ID: admin

CAMUNDA BPM ADMIN USER PASSWORD: WKLdnlwadajwdni72y3g3b@HOGbnjflscalscblec

DATASOURCE PASSWORD: EFNAEKLENOL*Hf£SHFBIOUQJWENFQELEJN

DATASOURCE SCHEMA: brok bpm

DATASOURCE URL: jdbc:postgresql://postgresx.ru-centrall.internal/brok demo

DATASOURCE USERNAME: brok demo
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SECRET NAME: brok-bpm
kind: ConfigMap
metadata:
annotations:
meta.helm.sh/release-name: brok
meta.helm.sh/release-namespace: develop
labels:
app: brok-bpm
app.kubernetes.io/managed-by: Helm
name: brok-bpm

namespace: develop

) ConfigMap brok-auth

- apiVersion: vl

kind: ConfigMap

metadata:
labels:

app: brok-auth

name: brok-auth
namespace: develop

data:
SECRET NAME: brok-auth
DB ADDR: 'pgsqgl.ru-centrall.internal'
DB _PORT: '5432'
DB VENDOR: 'postgres'
DB DATABASE: 'brok'
DB SCHEMA: 'brok auth'
DB USER: 'brok'
PROXY ADDRESS FORWARDING: 'True'’
START PAGE HOST: 'http://ui.develop.apps.dev.k8s /'
KEYCLOAK LOGLEVEL: 'INFO'
ROOT LOGLEVEL: 'INFO'

e) ConfigMap brok-ui

- apiVersion: vl
kind: ConfigMap
metadata:

labels:
app: brok-ui
name: brok-ui

namespace: develop
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data:
AUTH TYPE: KEYCLOAK
AUTH_OAUTH2_RESOURCESERVER_JWT_ISSUERURI: 'http://brok-
auth/auth/realms/brok-realm'
AUTH OAUTH2 RESOURCESERVER JWT JWKSETURI: 'http://brok-

auth/auth/realms/brok-realm/protocol/openid-connect/certs'

2.1.3. Onucanue template Secret.yml 1y1s1 Kax/10ro KOMIOHEHTA NPHJIOKEHUS

1) B kauyecTBe omucaHus CyIIHOCTH Secret s komrmoHeHTa emulator-service ucmosb3yercs

cnenyromuii template:

apiVersion: vl
kind: Secret
metadata:
labels:
app: < DC_NAME >
name: < DC NAME >
namespace: < PROJECT >
stringData:

spring.datasource.password: {{ DATASOURCE PASSWORD }}

2)  Ilapametpsl, KoTOpBIE HEOOX0MUMO 3a1aTh B template nepex deploy Secret kommoneHTa
emulator-service:

<DC_NAME> — umMs KOMITOHEHTa MPHJIOKEHHUS. PexoMeHayeMoe UMsl Ul TPUIIOKECHUS:
emulator-service, ogHako MOXKeT ObITh 33/[aHO JIF000E UMsT KOMIIOHEHTA TIPHIIOKEHUSI B COOTBETCTBHH
¢ TpeOOBaHUAMU HEHMUHTA MIPUIIOKEHUN BHYTPU YUPEIKICHHUSL.

<PROJECT> — mpocTpaHCTBO UMEH OPKECTPATOPA, B KOTOPOE HEIIOCPEICTBEHHO OyIeT OCy-
miecTBIAThCA deploy mpuioKeHus.

< DATASOURCE_PASSWORD > — mapoib OT Y4eTHO!H 3aITUCH T0JIb30BATENSI, C IIOMOIIBIO
KOTOpOH HE0OXOAMMO MOJKIIOYAThCS K 0a3e NaHHBIX. 3HAU€HUE NEePEeMEHHON onpeaessieTcss HHUBH-

AYyaJIbHO IS Kaxaou HWHTCrpaluu MPUIIOKCHUS, IIOOTOMY 3HAUCHUC 110 YMOJIYaHUIO OTCYTCTBYCT.

3) B kauecTBe onmcanus cyHocTr Secret ams kommorenta bpm-orchestration-service wc-

MOJIb3yeTCs CleAyIomui template

apiVersion: vl
kind: Secret

metadata:
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labels:

app: < DC_NAME >
name: < DC NAME >
namespace: < PROJECT >

stringData:

spring.main.allow-bean-definition-overriding: 'true'
spring.datasource.password: < DATASOURCE PASSWORD >
spring.datasource.url: < DATASOURCE URL >
spring.datasource.username: < DATASOURCE USERNAME >

camunda.ldap.plugin.managerPassword: < CAMUNDA LDAP MANAGER PASSWORD >

4) TTapameTpsl, KOTOpBIe HEOOX0MUMO 3a1aTh B template nepex deploy Secret kommonenTa
bpm-orchestration-service:

<DC_NAME> — umMs KOMITOHEHTa MPHJIOKEHHUS. PexoMeHayeMoe UMs Uil TPUIIOKCHUS:
bpm-orchestration-service, oqHako MOXeT ObITh 3aJIaHO JIF00OE UMSI KOMITOHSHTA MPHIIOKEHUSI B CO-
OTBETCTBUU C TPEOOBAHUAMU HEHMUHTA MIPUIIOKEHUN BHYTPU YUPEIKICHHUSL.

<PROJECT> — mpocTpaHCTBO UMEH OPKECTPATOPa, B KOTOPOE HETOCPEICTBEHHO OyIeT OCy-
niecTBIAThCA deploy mpuioKeHus.

< DATASOURCE_URL > — aapec 6a3bI JaHHBIX, UCIIOJIE3YEMOU MPUIIOKCHUEM B ITPOIIECCE
CBOCH MITaTHON paboThl. 3HauYeHHE MepeMeHHOU (opmupyeTcs cieayromum obpasom: jdbc:post-
gresql://<DB_SERVER_NAME>/<DB_NAME>, rnie DB_SERVER_NAME — FQDN (nomennoe
UMSs1) BUPTYQJIbHOW MAIIMHBI WM KOPOTKOE MMs 10/1a C 3aIyIICeHHOW HAa HEM CHCTEMOMW yIpaBIICHUS
6a3zamu nanubix, DB_NAME — na3Banue 0a3pl JaHHBIX K KOTOPOW HEOOXOIUMO MOAKIIOYUTHCS JTaH-
HOMY KOMIIOHEHTY TPUJIOKEHHUS.

< DATASOURCE_USERNAME > — ums y4eTHOH 3anKcH OJIb30BATENs C ITOMOLIbIO KOTO-
pOit HEOOXOIUMO TTOAKITIOYATHCS K 0a3€ TaHHBIX.

< DATASOURCE_PASSWORD > — mnapoJib OT y4€THOH 3aITUCH ITOJIH30BATENs C TIOMOIIIBIO
KOTOpOI HE0OXOUMO MOJKII0YAThCs K 0a3e JaHHBIX. 3HAUECHUE MIEPEMEHHON OMpeensieTcss UHIUBU-
IyaJabHO JUIS KaKIOM MHTETPAIlUU MPUIIOKEHHS, TIO3TOMY 3HAUEHHUE TI0 YMOIYAHUIO0 OTCYTCTBYET.

< CAMUNDA_LDAP_MANAGER_PASSWORD > — mapoib OT y4eTHOW 3aIUCH MOJIb30-
BATEJIs C TOMOIIBIO KOTOPO MOKHO B3aMMOJIEUCTBOBATh C CEPBUCOM .

5) B kadecTBe omucaHus CyIHOCTH Secret mis komnoneHTa brok ucronb3yercst crnemyrommia

template:

apiVersion: vl
kind: Secret

metadata:
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labels:
app: < DC_NAME >
name: < DC NAME >
namespace: < PROJECT
stringData:
LICENSE KEY:
LICENSE TYPE:

LICENSE KUBERNETES HOST:

>

< LICENSE KEY >
< LICENSE TYPE >

< LICENSE TYPE >

LICENSE KUBERNETES NAMESPACE:< LICENSE KUBERNETES NAMESPACE >

LICENSE KUBERNETES API VERSION:

< LICENSE KUBERNETES API VERSION >

LICENSE KUBERNETES TOKEN:

< LICENSE KUBERNETES TOKEN >

DATASOURCE PASSWORD: < DB PASSWORD >

DATASOURCE USERNAME: < DB USER >

BOT NAME: < BOT NAME >
BOT TOKEN: < BOT TOKEN>
BOT _CHATID: <. BOT CHATID >

BOT_ENABLED: < BOT ENABLED >

6) ITapamerpbl, KOTOpBIC HEOOX0aUMO 3anaTh B template mepen deploy Secret kommoneHTta
brok:

<DC_NAME> — uMs KOMIIOHEHTa pUJIoKeHusl. PekomeHyemble UMeHa JIsi KOMIIOHEHTOB
npuiaoxe-uus: brok/brok-bpm/brok-auth/brok-ui, ogaako MokeT GbITh 3a1aHO JTF000€ UM KOMIIOHEHTA
MPUJIOXKCHHUS B COOTBETCTBUH ¢ TPEOOBAHUSIMH HEHMHHTA MPUJIOKCHHUN BHYTPH YUPEIKICHHUS.

<PROJECT> — mpocTpaHCTBO UMEH OPKECTPATOPa, B KOTOPOE HEIIOCPEICTBEHHO OyIeT OCy-
mecTBIAThCs deploy mpuoxeHus.

<LICENSE_KEY> — k1104 JIM1I€H3UH, B COOTBETCTBUU C KOTOPHIM OIIpe/IeIeHbl IPaBUiIa UC-
MOJIb30BaHUS TIprIokeHus. [Ipenaérest oTnenbHBIM (haiijloM, B MOMEHT Tiepesiaud 00pa3oB MPHUITOKE-
Hust. OOHOBJICHHE JTUIICH3UH 3aNPANTUBACTCS Y pa3padOTINKOB TPUITIOKEHHUS.

< LICENSE_TYPE > DEFAULT wu

TUN JIMLEH3UH. BO3MOXXHBIE BapHaHTHI:
KUBERNETES. [lns 3amycka B opkectparope ucnonbsiyercs auuensus tuna KUBERNETES.

< LICENSE_KUBERNETES_NAMESPACE > — na3Banue 11eJ1eBoro namespace B KOTOpoM
OyJIeT 3aImyieHO MPUIT0KEHHUS.

< LICENSE_KUBERNETES_API_VERSION > — apiVersion cymuoctn Namespace B op-
kectparope. [Ipu nemoe B opkectparop k8s HeoOxoaumo 3a1ate 3HaueHNE «V1x.

< LICENSE_KUBERNETES_TOKEN > — TokeH JA0CTyITa CepBUCHOTO aKKayHTa HCITOJIb3Y-

€MBI 17151 IPOBEPKU JIMLICH3UU.
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<DB_USER> — ums y4eTHO# 3aIiCH MOJIb30BaTENs, C TOMOIIBIO KOTOPOI HE0OX0IMMO TTOI-
KITFOUaThCs K 0a3e JaHHBIX. 3HAUCHUE MEPEMEHHON ONPEIeNsieTCs HHANBHIyIIbHO JJIs KaXKI0H UHTE-
rpalyy NPUIOKESHHUS, TIOATOMY 3HAYEHHUE 110 YMOJIYaHUIO OTCYTCTBYET.

<DB_PASSWORD> — mnaponb OT y4eTHOH 3aluCH IOJb30BaTEA, C IMMOMOIIBI0 KOTOPOM
HEO0OXOIUMO TIOJIKIIIOUAThCs K 0a3e JaHHBIX. 3HAYCHHE MEPEMEHHOUN OMpeaesseTcss WHIUBUIYaTbHO
JUTS. KOKJIOW WHTETPAIUH PUIIOKCHHUS, TO3TOMY 3HAYCHHE 110 YMOIYAHUIO OTCYTCTBYET.

<BOT_NAME > — ums gat 60Ta TEXHUYECKOU Mo AepKKH. /{15 maHHON IepeMeHHOM HeoO-
XOAMMO 3a1aTh ciaeayroiee 3HaueHue: UiKafkaBot.

< BOT_TOKEN> — TokeH yar 00Ta TeXHHYECKOH MOJACPKKH. [l JaHHOW mepeMeHHON
HEOOXOoAMMO 3a/aTh clienyromiee 3HadeHue: 6462748878:AAHNx2Cdb73MPRgL1uNd5hAzdPMo-
HM6wW2Q.

<.BOT_CHATID >—ID yar 60Ta TeXHUYECKOH MO ACPKKH. JJIs1 JTaHHO! IMepeMEeHHON He0O-
XOJIUMO 3aJ1aTh ciienyromee 3nadeane: -1001939060949.

< BOT_ENABLED > — ¢ude-Torr:, ynpasistolii HAUTMIHEM TOJKIIOUEHHS C TeJerpam-

6otom. [Tepemennas mpuHuMaeT OyJieBbl 3Ha4YeHus true/false.

7) B kauecTBe onucanus CyHocTH Secret s kommonenta brok-bpm ucnonb3yercs cieayro-

it template:

apiVersion: vl
kind: Secret
metadata:
labels:
app: < DC_NAME >
name: < DC NAME >
namespace: < PROJECT >
stringData:
DATASOURCE USERNAME: <DB USER>
DATASOURCE PASSWORD: <DB PASSWORD>
CAMUNDA BPM ADMIN USER ID: < CAMUNDA BPM ADMIN USER ID >

CAMUNDA BPM ADMIN USER PASSWORD: < CAMUNDA BPM ADMIN USER PASSWORD >

8) INapamerpsbl, KoTOpble HEeoOxonuMo 3anatk B template nepen deploy Secret komnonenra
brok-bpm:

<DC_NAME> — nMst KOMITOHEHTA TPUIIOKEHUS. PekoMeH1yemMple IMeHa 1 KOMIIOHEHTOB
npunoxe-uus: brok/brok-bpm/brok-auth/brok-ui, ograko MoskeT ObITh 3a1aHO JTF000€ UMSI KOMIIOHEHTA

MMPpU-JIOKCHUA B COOTBCTCTBHU C Tpe6OBaHI/ISIMI/I HEMMUHTa HpI/IHO)KCHI/Iﬁ BHYTPU YUPCIKICHHA.
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<PROJECT> — mpocTpaHCTBO UMEH OPKECTPATOPa, B KOTOPOE HETOCPEICTBEHHO OyIeT OCy-
mectBiAThes deploy mpunoxenus.

<DB_USER> — ums y4eTHOM 3alKCH MMOJIb30BaTENIs, C TOMOIIBIO KOTOPOH HEOOXOIUMO TTO/I-
KITIOYaThCs K 0a3e JaHHBIX. 3HAYCHUE NIEPEMEHHON ONPeNesieTCs MHANBHYaTbHO JUIs KOKIOH WHTE-
rpalyy NpU-JT0KEHUS, TIO3TOMY 3HAUEHHUE TI0 YMOTUYAHUIO OTCYTCTBYET.

<DB_PASSWORD> — mnaposib OT Y4YEeTHOW 3amucy MOJb30BATENs, C MOMOIIBIO KOTOPOU
HEOOXOMMO TOAKIIOUaThCs K 0a3e AaHHBIX. 3HAYCHUE MEPEMEHHON OMPENeNsieTCs WHANBHIYaTbHO
IUTSL KQXKIOW WHTETPAUH MIPHIIOKEHHS, TT0O9TOMY 3HaYCHHE TI0 YMOIYaHUIO OTCYTCTBYET.

<CAMUNDA_BPM_ADMIN_USER_ID> — texHudeckasi ydeTHas 3aI¥Ch, C IOMOIILIO KO-
TOPOM OCYIIECTBISAETCS B3aUMOAEHCTBUE C TPUIIOKEHUEM.

< CAMUNDA_BPM_ADMIN_USER_PASSWORD > — napoiyib OT TeXHHYECKOI y4eTHOI

3a11ucu, ¢ IOMOIIBIO KOTOpOfI OCYHICCTBJIACTCA B3aMMOJICHCTBHUE C IMPHUIIOKCHHUECM.

9) B xauectBe onmcanus cyHocTH Secret s komnonenta brok-auth ncrnonesyercs ciemyro-

i template:

- apiVersion: vl

kind: Secret

metadata:
labels:

app: < DC_NAME >

name: < DC NAME >
namespace: < PROJECT >

stringData:
KEYCLOAK DATABASE USER: < DB USER >
KEYCLOAK DATABASE PASSWORD: < DB PASSWORD >
KEYCLOAK ADMIN: < KEYCLOAK USER >

KEYCLOAK ADMIN PASSWORD: < KEYCLOAK PASSWORD >

10) TIlapamerpsl, KoTOpBIe HE0OX0AMMO 3a1aTh B template nepen deploy Secret kommnonenTta
brok-auth:

<DC_NAME> — nMst KOMITOHEHTa TPUIIOKEHUs. PekoMeH1yemMbple IMeHa 11 KOMIIOHEHTOB
npunoxenus: brok/brok-bpm/brok-auth/brok-ui, ograko Moxxet ObITH 337aHO JTF000E UMSI KOMITOHEHTA
NIPUJIOKEHHS B COOTBETCTBHH C TPEOOBAHUSAMHU HEHMUHTA TIPHIIOKESHUI BHYTPH YUPESIKICHUS.

<PROJECT> — mpocTpaHCTBO UMEH OPKECTPATOPa, B KOTOPOE HEIOCPEICTBEHHO OyIeT OCy-

niecTBIAThCA deploy mpuioKeHus.
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<DB_USER> — ums y4eTHO# 3aIiCH MOJIb30BATENsI, C TOMOIIBIO KOTOPOi HE0OX0IMMO 01~
KITFOUaThCs K 0a3e JaHHBIX. 3HAUCHUE MEPEMEHHON ONPEIeNsieTCs HHANBHIyIIbHO JJIs KaXKI0H UHTE-
rpalyy NpUI0KEHUs, IOATOMY 3HAUE€HHUE TI0 YMOIYAaHUIO OTCYTCTBYET.

<DB_PASSWORD> — mnaponp OT y4eTHOH 3aluCH IOJh30BaTESA, C IMMOMOIIBI0 KOTOPOM
HE0OXOIUMO TIOJIKIIIOUAThCsl K 0a3e JaHHBIX. 3HAYCHHE MEPEMEHHOUN OmpeaenseTcss WHIUBUIYaTbHO
JUTS KOKJIOW MHTETPAIUH PUIOKCHHUS, TO3TOMY 3HAYCHHE 110 YMOIYaHUIO OTCYTCTBYET.

< KEYCLOAK_ USER > — mapameTp, C TOMOIIBI0 KOTOPOTO 33aETCs JIOTHH TOJIH30BaTE,
UCHoJIb3yeMblid Juis aBTopu3anuu B Ul 1aHHOTO KOMIOHEHTa MPUIOKEHUs. 3HaUCHUE MepeMeHHOU
OTIpEICIISCTCS MHAUBHIYAILHO JIJISl KaX/I0H MHTETPALUN TPUIIOKEHHUS, TIOITOMY 3HAYCHHE IO YMOJIJ9a-
HUIO OTCYTCTBYET.

< KEYCLOAK_ PASSWORD > — mapametp, ¢ OMOIIBbIO KOTOPOTO 3a/1aéTCs Mapoib, UC-
MoJIb3yeMblIit 1t apTopu3anuu B Ul JaHHOTO KOMIIOHEHTa IPUIIOKEHUs. 3HaUeHHEe NTEPEMEHHOM orpe-
JEISeTCS WHINBUYATLHO JJI KaXI0H MHTETPAIlUH MIPHIIOKECHHUS, IOATOMY 3HAYEHHUE M0 YMOIYAHUIO

OTCYTCTBYET.

11) Tak xe mis komrnoneHTa brok-ui cozgaéres nBe cyimHocTH Secret B cirydae, eciid HeoO-
XOJIUMO HMCTIOJIh30BaTh 3alUIIeHHOEe TLS coenrHeHne OT MPHIIOKEHUS 10 OPOKEPOB, K KOTOPBIM OHO

nojkmodaercs. [y co3ganus nByx Secret ucnonb3yercs cieayrone template:

- apiVersion: vl

kind: Secret

metadata:
name: brok-client
namespace: < PROJECT >

data:
client.truststore.jks: < BROK CLIENT TRUSTSTORE JKS >
client.keystore.jks: < BROK CLIENT KEYSTORE JKS >

- apiVersion: vl
kind: Secret
metadata:
name: brok-server
namespace: < PROJECT >
data:
server.truststore.jks: < BROK SERVER TRUSTSTORE JKS >

server.keystore.jks: < BROK_SERVER KEYSTORE JKS >

12) TIlapameTtpsl, KOTOpbIE HEOOXOAMMO 3aaaTh B template mepen deploy Secret koMnoHeHTa

brok-ui:
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<DC_NAME> — uMs KOMITIOHEHTa TPUJIOKEHUs. PexoMeH1yemMble IMeHa 1711 KOMIIOHEHTOB
npuioxxenust: brok/brok-bpm/brok-auth/brok-ui, ogaako Moxer ObITh 3a1aHO JTI0O0E UMSI KOMIIOHEHTA
MPHUIIOKECHUS B COOTBETCTBUH C TPEOOBAHMSIMH HEHMHUHTA MTPUIOKCHUN BHYTPH YUPEHKICHUSI.

<PROJECT> — npocTpaHCTBO UMEH OPKECTpaTOpa, B KOTOPOE HEITOCPEICTBEHHO OYIET OCy-
mecTBIAThCs deploy mpuoxeHus.

< BROK_CLIENT_TRUSTSTORE_JKS > — mnepemeHHas1, conepkaiiasi B cede nHpopma-
[IHIO O JOBEPEHHOM XPaHUJIMIIE KJIMEHTCKUX CepTH(UKATOB, KOTOpas 3almicaHa B KOJupoBke base64.

<BROK_CLIENT_KEYSTORE_JKS > — nepemenHnas coaepkaiias B cebe nHGOpMAIIHIO O
KITIOYEBBIXX MaTepuaax (4acTHbIC KIIIOYU U CEPTHU(PHUKATHI) KIMECHTOB, KOTOpast 3allicaHa B KOJAUPOBKE
base64.

< BROK_SERVER_TRUSTSTORE_JKS > — nepemeHHas1, coaepkamas B cede nHpopma-
[IHIO O JOBEPEHHOM XPaHUJIMIIE CEPBEPHBIX CEPTH(UKATOB, KOTOPas 3amucana B Koauposke base64.

< BROK_SERVER_KEYSTORE_JKS > — nepemeHHas1, cojepxaiias B cede HHPpOopMaIiio
0 KJIFOYEBBIXX MaTepHaliax (4acTHbIE KIIOUU U CEPTUPHUKATHI) CEPBEPOB, KOTOPAsi 3aIIMCaHa B KOJUPOBKE
base64.

<LICENSE_KEY> — k104 JIMIIEH31H, B COOTBETCTBUH C KOTOPBIM OIIPEICTICHBI PAaBUJIa UC-
MoJIb30BaHus npuiiokeHus. [Ipenaéres oTaensHbIM (aiiyioM, B MOMEHT Tiepeadn 00pa30B MpHIIOKe-

Hus. OOHOBJICHHE JTUIICH3UH 3aPAITUBACTCS Y pa3paOOTIMKOB MPUITOKESHHUS.

13) IIpumepst template as1st KaXA0r0 KOMIOHEHTA MPHIIOKCHUSL.

a) Secret emulator-service

apiVersion: vl
kind: Secret
metadata:
labels:
app: emulator-service
name: emulator-service
namespace: develop
stringData:

spring.datasource.password: lenfelLfR839ghfON@@jr0 (*JSR)TQI)g2 (@

0) Secret bpm-orchestration-service

apiVersion: vl
kind: Secret
metadata:

labels:
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app: bpm-orchestration-service
name: bpm-orchestration-service
namespace: develop
stringData:
spring.main.allow-bean-definition-overriding: 'true'
spring.datasource.password: awdLNwdlQf£UBL£IQBFOR2bfgh2gkKR@RR
spring.datasource.url: jdbc:postgresqgl://postgres.ru-centrall.inter-
nal:5432/javax_dbl
spring.datasource.username: bpm orchestration service

camunda.ldap.plugin.managerPassword: awdklJIN@*@@**dBFkebvskenv99221

B) Secret brok

- apiVersion: vl
kind: Secret
metadata:

labels:

app: brok

name: brok

namespace: develop
stringData:

LICENSE KEY: “PGxpY2Vuc2U+CjxuYW11lPkF4ZW5peC-
BCck9rPCO9uYW11Pgo8Z2GVzY3JpcHRpb24+wadawdawdclaenf : KEJAWBFpIBEF JHSLEv sljveb
lsejfbnpae;sjnfPAK: SEJVnsep)vbISLEBHfVELVBej1lv+MDEUMT IuMjAzMyAyMzol0To10T~
wvZXhwaXJhdGlvbkRhdGU+Cjx0eXB1PktVQkVSTkVURVME8L3R5cGU+CixwcmOwZXJ0aWVzPgo8dWlkPmJ1M
WU4YJNILTFhZTItNDdjMyliNmM4LTU1ZDU3NJUSZmI40T~
wvdW1lkPgo8L3Byb3BlcnRpZXM+CixzaWduYXR1cmU+MzUOQkVCNDgwQjJCRTQzZRIMWMEYZzQkQ4RJ ZFRJ JBM
zM8L3NpZ25hdHVyZT4KPC9saWNlbnN1Pgo="

LICENSE TYPE: KUBERNETES

LICENSE KUBERNETES HOST: https://11.222.33.444:6443

LICENSE KUBERNETES NAMESPACE: develop

LICENSE KUBERNETES API VERSION: vl

LICENSE KUBERNETES TOKEN: eyJhbGciOiJSUzIINiI-
sImtpZCI6I1VMOHRORTBKT3NDA21TAWNOUFM1 ZXFTbGZyV0hIelRVYkt2d2dhenM2LTAIfQ.eyJpc3Mi-
01iJrdWJlcm51dGVzL3N1lcnZpY2VhY2NvdW50Iiwia3ViZXJuZXR1lcybpby9z2XJ2aWN1Y -
WN3b3VudCOuYW11c3BhY2U1i01iJkZWlvIiwia3VizZXJuZXR1ley5pby9z2XJ2aWN1Y -
WNjb3vVudC9zZWNyZawd; akwef INL”EAf vmsdawf/eljv r;dksfmaw. C,svdkjwlad.m,scd mnd-
faeldkmsc.,d vdvnksekdmc vindfdselmc vEnVjLTgxYWV1OTUIMThmMSIs-
InN1YiI6InN5c3R1bTpzZXJ2aWNIYWNIb3VudDpkZWlvOmdIyb2stc2EifQ.30TR-
dlghiccf4Wi37fNPbk7XOKQI~-

AAnZA2073 leGXCaayX 1dtd4W22Q7B se3sSA5S1GW2pIVv4EYBRWieDAQFL S vP1f9N-8HBr-
vUa8sIWWDBQG6J—
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8B5n2s4H7HsXXFCOW _I401SL1ZfkPIR6n108QvnY1zQB7VURBWITh7uRUZxKopX-
fOQdPdDR4 JexZxq7PwDG-WmwgbuHgq7vA9rR90aGj3rfGdoI71LQbP9%eoRoGhadmrJXaC-
dAOcZzdRs6yUS7JhSMZ moysoCpNjyiOfcD8Qz14NpLldpYg7iM50YDIChNYfYkQjOmO8dB5V80pC6]—
wGrJE9sfFlpkw

DATASOURCE PASSWORD: apeofml’wsegkn vberfd; kjhf£I*HBIPFWJKEVSniu

DATASOURCE USERNAME: postgres

BOT NAME: UiKafkaBot

BOT TOKEN: 6462748878 :AAHNx2Cdb73MPRgLIuNdShAzdPMo-HM6wW2Q

BOT CHATID: '-1001939060949'

BOT ENABLED: true

r) Secret brok-bpm

- apiVersion: vl
kind: Secret
metadata:
labels:
app: brok-auth
name: brok-auth
namespace: develop
stringData:
DATASOURCE USERNAME: brok develop
DATASOURCE PASSWORD: alefin:KQHLRUIFSBP (£*RHFBUIVCJVBKESFE
CAMUNDA BPM ADMIN USER ID: admin
CAMUNDA BPM ADMIN USER PASSWORD: alkewfnKWIJBFLIEAHVQ@@ERAcksnm

n) Secret brok-auth

- apiVersion: vl

kind: Secret

metadata:
labels:

app: brok-auth

name: brok-auth
namespace: develop

stringData:
KEYCLOAK DATABASE USER: brok
KEYCLOAK DATABASE PASSWORD: 'KJenjY3*kanLe)'
KEYCLOAK ADMIN: admin
KEYCLOAK ADMIN PASSWORD: 'admin'

e) Secret brok-ui
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- apiVersion: vl
kind: Secret
metadata:
name: brok-ui
namespace: develop
data:
client.truststore.jks: MIIGLgIBAzCCBecGCSgGSIb3DQEHAaC-
CBdAgEggXUMIIFODCCBcwGCSgGSIb3DQEHBQCCBbOwggWSAgGEAMIIFsgYJKoZIhve—-
NAQcBMCkGCi1igGSIb3DQEMAQYWGWQUOYAHOMkvbj50YdPCDg+xvV5D1 9wCAWDDUIC—
CBXgCh509MdZNnEDPKVRzz++LSOWXiblXuRuFcEn-
xxn6/ezZWr9xnBY1kvPaiyl0zBQi6Kt33+rgb7XwBFEhhH1QLYn1xtD4P7SPKQCLQda—-
TUh/Vm+bVseR3v1WaO8EJtI95nxSKG6MGva+j4+L76au/hl 7UJLR8OZRQW-
povagcfJd+FloofQ6azDI2¢c9DYwYeAQVsj+iM/PCLxXgpgnedvsakEi+SexeEWr+dd0c31bDw—
CaDo/P8ZTGWAHC20pMIStMAEL rPOU8ZVVIKVvPpIytrWoIVH3/ZoygCwic0zDr—
Nelw4cBcydpJPGWD3j0JVolV1yf3eDWtgXZ3RrWebHfRYYBIgsS12HU+FnQfOGOnJla+2bDN1-
VAgVPpVEIVEIXbNTAGW304iBCcpWVESSROILIIW73T1ITynW0gGexC61z5+KwP/+41kVh50Ge~-
OGTKaxJuv0SH6rrdCCS14FdyxOGQtHkiK6yGMpvTZId5uyliOE~
gXQ4tgaLjY5BWip08HZrQC/MgmeIzhO0kRCSBkyS6/2Z2ZgLgX95TCO5wUSDw0OeWjwy -
vxQlpzmaVGIN4pxgLl4dyit4vh/s3B9I0QGPgXFd7rSrc84pUlrS/8wTHLQqYDThMORkytheX~
USx7pCpv8f3muldjldLmhY1RQZKcYIg5rZKNz1kigsnE1Gx/wCO9S2A1hAFuaa5X0ca-
FAvZ/ZGXrhh13quLG8zXEZC5HdKW2ebOjcP1xUa2vJ2cAkzUN+1pcd+HOWa9693dGH1 z~
nLu31A2h/hu+GoJd7mg2crNtffIXTIJWH2zgaSAOsqytfCIDsSfEMdAIz5yjWil
client.keystore.jks: BROK CLIENT KEYSTORE JKS: MIIU2QIBAzCCFJIGCSQG-
SIb3DQEHAaCCFIMEghR/MIIUezCCAwWCGCSgGSIb3DQEHAaCCAVgEggLOMIIC8DCCAUWGCYqG—
SIb3DQEMCgECOIICmMzCCAPpcwKQYKKOZIhveNAQwBAZALBBQODY8Bb/tnhtJhiMG906FujGv2YI-
QIDAMNOBIICaNzyhNw9GZ76YImBlOAI4Wip7QtVUgKmMK3UBXVyt—
Tjzfoy+cA6/WIXTOWXQUYfeV6CtF5HMS6BINZPEERP3F4VHOCIK+8n/mcxt087 jma~-
1ipOHkgmEuqg7f£gDDPSBVU6gX9WD8DavVG63Is6ehX0Jo00Z2Gv+d5BlzBk—-
SuBSX3UDu3RwXGe5/MvXQhT4/J724QZeURJ/RixND5PYn3clofeA4TkR1J03SHBHH1gO9Wc27pr
Sx0eLx0c90on2GoR7RirGeUeQiHIgsgZdKF4gGoL8H1baT8eDZaY¥t5ejj3dN1IRdAi20jBzVJkhoV
v2it-
PNy1D1XB4xyL19gEBXmKDN7yjFpMvCvTer/o/DwrBQkO/kpzcXXsMWCmkV1oRzjHjgll9p00Q1l
rgdUWOfYFS1tQrAjTz62z6503/yZ21i7yk2Z2UtsWg587VIHNMSEFNtmcHOfHrNg56B61fieHJkf0U3
tuA/URMawAl-
zaVkyeh5uU9+NvCPoJlopxl1dtNcZLHxYCai+DDnjNgk3tyxVoTukL3HAVEXO0WdsrezunSpnG-
SIBTwHwnwmucmBLo70xWri91nZ5SFbOSUEW6Itde9TON7rEFV61tBko]5XvgLC5KDgztoGERMVE
Atjga32eMWxrIYUpZDGiYNmv6564z2E/MxuwbAglRKytJ/6W9+sImZululCl1SgK-
PEHsWgb0eTM+

- apiVersion: vl
kind: Secret

metadata:
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name: brok-server
namespace: develop
data:
server.truststore.jks: MIIGLgIBAzCCBecGCSgGSIb3DQEHAaC-
CBAgEggXUMIIFODCCBcwGCSQGSIb3DOEHBGCCBbOwggWSAGEAMIIFsgYJKoZ IThveNAQCBMCkGC1igG-
SIb3DQEMAQYWGWQUOyAHOMkvb]j50YdPCDg+xvV5D1 O9wCAwWDDUICCBXgCh509MdZNnEDPKVRZz++LSOWX1 -
b1XuRuFcEnxxn6/eZWr9xnBY1kvPaiyl0zBQi6Kt33+rgbh7XwBFEhhHIQLYNn1xtD4P7SPKQCLQda-
TUh/Vm+bVseR3v1WaO8EjtI95nxSKGoMGvg+j4+L76au/hl7U0JLRBOZRQOW-
povagcfJd+FloofQ6azDI2¢c9DYwYeAQVsi+iM/PCLxXgpgnedvsakEi+SexeEWr+dd0c31bDw—
CaDo/P8ZTGWAHC20pMIStMAEL rPOU8ZVVIKVvPpIytrWoIVH3/ZoygCwic0zDr—
Nelw4dcBcydpJdPGWD3j0JVolV1lyf3eDWtgXZ3RrWebHfRYYBIgsS12HU+FnQf0OG9nJlataweawfaswdwdEF -
SEFSEFGBSVEFGBRSDefsdsefEFgq234r4rfAESFservGRs/8wTHLQQYDThMORkytheX—
USx7pCpv8f3muldjldLmhY1RQZKcYIg5rZKNzlkigsnE1Gx/wCO9S2A1hAFuaa5X0ca-
FAVZ/ZGXrhhl13quLG8zXEZC5HAKW2ebOjcPlxUa2vJ2cAkzUN+1pcd+HOWa9693dGH1z—
nLu3lA2h/hu+GoJ7mg2crNtffIXTIJWH2zgaSA0sqytfCIDsfEMdIz5y Wil
server.keystore.jks: BROK CLIENT KEYSTORE JKS: MIIU2QIBA-
zCCFJIGCSgGSIb3DQEHAaCCFIMEghR/MIIUezCCAwWCGCSQGSIb3DOEHAACCA-
vgEggLOMIIC8DCCAUWGCYGSIb3DQEMCGECOIICMZCCAPcwKQYKKoZIhve-
NAQWBAZALBBQDY8Bb/tnhtJhiMG906FujGv2YIQIDAMNQBIICaN-
zyhNw9GZ76YjmB1QAL4W)p7Qt VUGKmMK3UBXVyt -
Tjzfoy+cA6/WIXTIWXQUYfeV6CtF5HMS6BINZPEERP3F4VHOCI9K+8n/wadopijoiN-
WODJNPE : KSFJb : UEBNFpUBEFSKJBEV1SKJGVN : SEGKVnb” JLKMAWSCnes; ubf SLIEBFLSJEF -
BHLSJKBDNFCNBSEF v1JB
XQhT4/J724Q7eURJ/RixND5PYn3clofeA4TkR1IJO03SH8HH1gO9Wc2 7prSx0eLxOc90on2GoR7RirGeU
eQiHJgsqZdKF4gGoL8H1baT8eDZaYt5ejj3dN1Rdi20jBzVJkhoVv2it-
PNylD1XB4xyL19gEBXmKDN7yjFpMvCvTer/o/DwrBQkO/kpzcXXsMWCmkV1oRzjJHjgll9p0oQlrgd
UW9fYFS1tQrAjTz62z6503/yZi7yk2ZUtsWg587VIHNMSFNtmcHIfHrNg56B61£fieHIJkf0U3tuA/UR
MawAlzaVkyeh5uU9+NvCPoJlopxldtNcZLHxYCai+DDnjNgk3tyxVoTukL3HAVEXOWdsrezun-
SpnG-
SIBTwHwnwmucmBLO70xWri91nZ5SFbOSuEW6Itde9TON7rFV61tBkoj5XvgLCS5KDgztoGERmMVEAL —-
79a32eMWxrIYUpZDGiYNmv6564z2E/MxuwbAglRKytJ/6W9+sImZululCl1SgKPEHsWgb0eTM+

2.1.4. Onucanne template Ingress.ym| njs kaxaoro KOMIIOHEHTA MPUIOKEHHUS

1) B kauectBe onrcanus cyurHocTu Ingress mis komrnonentos emulator-service/ bpm-orches-
tration-service/api-visualization-commons/pack-integration-svc-template/kafka-template-service  wuc-
MOJIB3YIOTCA citeayromue template.

bes TLS:

apiVersion: networking.k8s.io/vl
kind: Ingress

metadata:
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labels:
app: < DC_NAME >
name: < DC NAME >
namespace: < PROJECT >
spec:
rules:
- host: < DC_NAME >.< PROJECT >.< ROUTER PREFIX >
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: < DC NAME >
port:
number: 8080

C aktuBHBIM TLS:

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
labels:
app: < DC NAME >
name: < DC NAME >

namespace: < PROJECT >

spec:
rules:
- host: < DC NAME >.< PROJECT >.<ROUTER_ PREFIX >
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: < DC NAME >
port:
number: 8080
tls:

- hosts:
- < DC_NAME >.< PROJECT >.< ROUTER PREFIX >
secretName: < TLS SECRET NAME >
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2) B kauectBe onmcanus cymHoctu Ingress s kommnoHenta brok ucrnone3yrores crnemyto-
e template:
be3 TLS:

kind: Ingress
apiVersion: networking.k8s.io/vl
metadata:
name: < DC NAME >
namespace: < PROJECT >
labels:
name: < DC NAME >
annotations:
kubernetes.io/ingress.class: nginx
nginx.ingress.kubernetes.io/backend-protocol: HTTP
nginx.ingress.kubernetes.io/ssl-passthrough: 'true'
spec:
rules:
- host: < DC_NAME >.< PROJECT >.< ROUTER PREFIX >
http:
paths:
- path: /core/
pathType: Prefix
backend:
service:
name: < DC NAME >
port:

name: < APP PORT >-tcp

C axTuBHBEIM TLS:

kind: Ingress
apiVersion: networking.k8s.io/vl
metadata:
name: < DC NAME >
namespace: < PROJECT >
labels:
name: < DC NAME >
annotations:
kubernetes.io/ingress.class: nginx
nginx.ingress.kubernetes.io/backend-protocol: HTTP
nginx.ingress.kubernetes.io/ssl-passthrough: 'true'

spec:




66

rules:
- host: < DC_NAME >.< PROJECT >.< ROUTER PREFIX >
http:
paths:
- path: /core/
pathType: Prefix
backend:
service:
name: < DC NAME >
port:
name: < APP PORT >-tcp
tls:
- hosts:
- < DC_NAME >.< PROJECT >.< ROUTER PREFIX >
secretName: < TLS SECRET NAME >

3) B kauectBe onucanus cymHocTr Ingress mis kommonenta brok-ui u brok-auth ucrnone3sy-

ercs caemyroniue template:
Be3 TLS:

kind: Ingress
apiVersion: networking.k8s.io/vl
metadata:
name: < DC NAME >
namespace: < PROJECT >
labels:
name: < DC NAME >
annotations:
kubernetes.io/ingress.class: nginx
nginx.ingress.kubernetes.io/backend-protocol: HTTP
nginx.ingress.kubernetes.io/ssl-passthrough: 'true'
nginx.ingress.kubernetes.io/rewrite-target: /
spec:
rules:
- host: < DC_NAME >.< PROJECT >.< ROUTER PREFIX >
http:
paths:
- path: /
pathType: Prefix
backend:

service:
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name: < DC_NAME >
port:
name: < APP PORT >-tcp

C aktuBHBIM TLS:

kind: Ingress
apiVersion: networking.k8s.io/vl
metadata:
name: < DC NAME >
namespace: < PROJECT >
labels:
name: < DC NAME >
annotations:
kubernetes.io/ingress.class: nginx
nginx.ingress.kubernetes.io/backend-protocol: HTTP
'

nginx.ingress.kubernetes.io/ssl-passthrough: 'true

nginx.ingress.kubernetes.io/rewrite-target: /

spec:
rules:
- host: < DC NAME >.< PROJECT >.< ROUTER PREFIX >
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: < DC NAME >
port:
name: < APP PORT >-tcp
tls:
- hosts:

- < DC_NAME >< PROJECT >.< ROUTER PREFIX >

secretName: < TLS SECRET NAME >

4) TlapameTpsl, KOTOpBIE HEOOX0UMO 3a1aTh B template nepex deploy Ingress kommoHeHTOB
brok, brok-ui n brok-auth:

<DC_NAME> — uMs KOMITIOHEHTa TPUIIOKEHUs. PekoMeH1yemMble MMeHa J11 KOMIIOHEHTOB
npunoxenus: brok/brok-bpm/brok-auth/brok-ui, ograko Moxet ObITH 337aHO JTF000E UMSI KOMITOHEHTA

IMPUIIOKCHUA B COOTBETCTBUU C Tpe60BaHI/I$IMI/I HeMMHWHTA HpI/IJ'IO)KeHI/II\/'I BHYTPH YUPCIKIACHH.
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<PROJECT> — mpocTpaHCTBO UMEH OPKECTPATOPa, B KOTOPOE HETIOCPEICTBEHHO OyIeT OCy-
mecTBIAThes deploy mpunoxeHus.

<ROUTER_PREFIX> — mapamertp, onpeaenstonuii JOMEHHOE UMsI OpKecTpaTopa, B KOTO-
pblit ocymectisercst Deploy npuoxenust.

<APP_PORT> — mopT, 1o KOTOpOMY OCYIIECTBISICTCS JOCTYIl BHYTPH OpKECTpaTopa U 1o
KOTOPOMY MPUIIOKEHHUE OTBEYALT IO MOCTYHAIOIINE K HEMY 3alpPOCHL.

< TLS_SECRET_NAME > — ums cekpera (cymHoctu opkectparopa k8s), B koropom Xxpa-

HHUTCS M0JIb30BATEIILCKUI CepTI/I(bI/IKaT H KJIK0Y K HEMY.

5) IIpumepsi template 1is Kax10r0 KOMIIOHEHTA MPHUIOKCHHUS.
a) Ingress emulator-service

C BKIIOUEHHOM 3aIUTON coequHennsa no 1LS:

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
labels:
app: emulator-service
name: emulator-service

namespace: develop

spec:
rules:
- host: emulator-service.develop.apps.dev.k8s-javax
http:
paths:
- backend:
service:
name: emulator-service
port:
number: 8080
path: /
pathType: Prefix
tls:
- hosts:

- emulator-service.develop.apps.dev.k8s-javax

secretName: tls-secret

Be3 3ammte! coequdenus mo TLS:

apiVersion: networking.k8s.io/vl

kind: Ingress
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metadata:
labels:
app: emulator-service
name: emulator-service
namespace: develop
spec:
rules:
- host: emulator-service.develop.apps.dev.k8s-javax
http:
paths:
- backend:
service:
name: emulator-service
port:
number: 8080
path: /
pathType: Prefix

6) Ingress bpm-orchestration-service

C BKIIOUEHHOM 3aIUTON coequHennsa no 1LS:

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
labels:
app: bpm-orchestration-service
name: bpm-orchestration-service
namespace: develop
spec:
rules:
- host: bpm-orchestration-service.develop.apps.dev.k8s-Jjavax
http:
paths:
- backend:
service:
name: bpm-orchestration-service
port:
number: 8080
path: /
pathType: Prefix
tls:
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- hosts:
- bpm-orchestration-service.develop.apps.dev.k8s-javax

secretName: tls-secret

Be3 3ammtel coequaenus no TLS:

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
labels:
app: bpm-orchestration-service
name: bpm-orchestration-service
namespace: develop
spec:
rules:
- host: bpm-orchestration-service.develop.apps.dev.k8s-javax
http:
paths:
- backend:
service:
name: bpm-orchestration-service
port:
number: 8080
path: /
pathType: Prefix

B) Ingress api-visualization-commons

C BKIITOUEHHOM 3aIIUTOM coequHEHHUd 110 | LS:

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
labels:
app: api-visualization-commons
name: api-visualization-commons
namespace: develop
spec:
rules:
- host: api-visualization-commons.develop.apps.dev.k8s-javax
http:
paths:
- backend:
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service:
name: api-visualization-commons
port:
number: 8080
path: /
pathType: Prefix
tls:
- hosts:
- api-visualization-commons.develop.apps.dev.k8s-javax

secretName: tls-secret

bes 3amuTel coenuaenus mo TLS:

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
labels:
app: api-visualization-commons
name: api-visualization-commons
namespace: develop
spec:
rules:
- host: api-visualization-commons.develop.apps.dev.k8s-javax
http:
paths:
- backend:
service:
name: api-visualization-commons
port:
number: 8080
path: /
pathType: Prefix

r) Ingress pack-integration-svc-template

C BKIITOUEHHOM 3alIUTOM coeqUHEHHUd 110 | LS:

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
labels:
app: pack-integration-svc-template
name: pack-integration-svc-template

namespace: develop
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spec:
rules:
- host: pack-integration-svc-template.develop.apps.dev.k8s-javax
http:
paths:
- backend:
service:
name: pack-integration-svc-template
port:
number: 8080
path: /
pathType: Prefix
tls:
- hosts:

- pack-integration-svc-template.develop.apps.dev.k8s-javax

secretName: tls-secret

Be3 3amuTel coenuaenus mo TLS:

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
labels:
app: pack-integration-svc-template
name: pack-integration-svc-template
namespace: develop
spec:
rules:
- host: pack-integration-svc-template.develop.apps.dev.k8s-javax
http:
paths:
- backend:
service:
name: pack-integration-svc-template
port:
number: 8080
path: /
pathType: Prefix

1) Ingress kafka-template-service

C BKIITOUEHHOM 3aIUTOM coequHEHU 110 | LS:

apiVersion: networking.k8s.io/vl




73

kind: Ingress
metadata:
labels:
app: kafka-template-service
name: kafka-template-service

namespace: develop

spec:
rules:
- host: kafka-template-service.develop.apps.dev.k8s-javax
http:
paths:
- backend:
service:
name: kafka-template-service
port:
number: 8080
path: /
pathType: Prefix
tls:
- hosts:

- kafka-template-service.develop.apps.dev.k8s-javax

secretName: tls-secret

Be3 3ammTel coequaenns mo TLS:

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
labels:
app: kafka-template-service
name: kafka-template-service
namespace: develop
spec:
rules:
- host: kafka-template-service.develop.apps.dev.k8s-javax
http:
paths:
- backend:
service:
name: kafka-template-service
port:
number: 8080
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path: /
pathType: Prefix

e) Ingress brok

C BKIIOUEHHOM 3a1IUTON coequHenus no TLS:

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
annotations:
kubernetes.io/ingress.class: nginx
meta.helm.sh/release-name: brok
meta.helm.sh/release-namespace: develop
nginx.ingress.kubernetes.io/backend-protocol: HTTP
nginx.ingress.kubernetes.io/ssl-passthrough: 'true'
labels:
app.kubernetes.io/managed-by: Helm
name: brok
name: brok

namespace: develop

spec:
rules:
- host: brok.develop.apps.dev.k8s
http:
paths:
- backend:
service:
name: brok
port:
name: 808l-tcp
path: /core/
pathType: Prefix
tls:
- hosts:

- brok.develop.apps.dev.k8s

secretName: tls-secret

Be3 3ammTel coequHenns no TLS:

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:

annotations:
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kubernetes.io/ingress.class: nginx

meta.helm.sh/release-name: brok

meta.helm.sh/release-namespace: develop

nginx.ingress.kubernetes.io/backend-protocol: HTTP

nginx.ingress.kubernetes.io/ssl-passthrough: 'true'
labels:

app.kubernetes.io/managed-by: Helm

name: brok
name: brok
namespace: develop

spec:

rules:

- host: brok.develop.apps.dev.k8s

http:
paths:
- backend:
service:
name: brok
port:
name: 808l-tcp
path: /core/
pathType: Prefix

x) Ingress brok-auth

C BKIITOUEHHOM 3aIIUTOM coequHEHUd 110 | LS:

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
annotations:
kubernetes.io/ingress.class: nginx
meta.helm.sh/release-name: brok
meta.helm.sh/release-namespace: develop
nginx.ingress.kubernetes.io/backend-protocol: HTTP
nginx.ingress.kubernetes.io/rewrite-target: /
nginx.ingress.kubernetes.io/ssl-passthrough: 'true'
labels:
app: brok-auth
app.kubernetes.io/managed-by: Helm
name: brok-auth
name: brok-auth

namespace: develop
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spec:
rules:
- host: brok-auth.develop.apps.dev.k8s
http:
paths:
- backend:
service:
name: brok-auth
port:
name: 8080-tcp
path: /
pathType: Prefix
tls:
- hosts:

- brok-auth.develop.apps.dev.k8s

secretName: tls-secret

Be3 3amuTel coenuaenus mo TLS:

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
annotations:
kubernetes.io/ingress.class: nginx
meta.helm.sh/release-name: brok
meta.helm.sh/release-namespace: develop
nginx.ingress.kubernetes.io/backend-protocol: HTTP
nginx.ingress.kubernetes.io/rewrite-target: /
nginx.ingress.kubernetes.io/ssl-passthrough: 'true'
labels:
app: brok-auth
app.kubernetes.io/managed-by: Helm
name: brok-auth
name: brok-auth
namespace: develop
spec:
rules:
- host: brok-auth.develop.apps.dev.k8s
http:
paths:
- backend:

service:
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name: brok-auth
port:
name: 8080-tcp
path: /
pathType: Prefix

3) Ingress brok-ui

C BKIIOUEHHOH 3aIUTON coequHeHnsa no 1LS:

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
annotations:
kubernetes.io/ingress.class: nginx
meta.helm.sh/release-name: brok
meta.helm.sh/release-namespace: develop
nginx.ingress.kubernetes.io/backend-protocol: HTTP
nginx.ingress.kubernetes.io/ssl-passthrough: 'true'
labels:
app.kubernetes.io/managed-by: Helm
name: brok-ui
name: brok-ui

namespace: develop

spec:
rules:
- host: brok.develop.apps.dev.k8s
http:
paths:
- backend:
service:
name: brok-ui
port:
name: 8080-tcp
path: /
pathType: Prefix
tls:
- hosts:

- brok.develop.apps.dev.k8s

secretName: tls-secret

Be3 3ammte! coequaenus mo TLS:

apiVersion: networking.k8s.io/vl
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kind: Ingress
metadata:
annotations:
kubernetes.io/ingress.class: nginx
meta.helm.sh/release-name: brok
meta.helm.sh/release-namespace: develop
nginx.ingress.kubernetes.io/backend-protocol: HTTP
nginx.ingress.kubernetes.io/ssl-passthrough: 'true'
labels:
app.kubernetes.io/managed-by: Helm
name: brok-ui
name: brok-ui
namespace: develop
spec:
rules:
- host: brok.develop.apps.dev.k8s
http:
paths:
- backend:
service:
name: brok-ui
port:
name: 8080-tcp
path: /
pathType: Prefix

2.1.5. Onucanne template Service.yml| ajis kaxa0ro KOMIOHEHTA MPHJIOKEHH S

1) B kadectBe ommcaHus CYIUIHOCTHU Service AJIT KOMIIOHCHTOB IMPOIrpaMMHOI0 KOMIIJICKCA

«JI)xaBakcy» MCIONB3YeTCs Clieayrommii template:

- apiVersion: vl
kind: Service
metadata:
labels:
app: < DC_NAME >
name: < DC NAME >
namespace: < PROJECT >
spec:
ports:
- name: < APP PORT >-tcp

port: 80
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protocol: TCP
targetPort: < APP_ PORT >
selector:
deployment: < DC NAME >
sessionAffinity: None

type: ClusterIP

2) ITapametpsbl, KOTOpBIC HeOOX0aMMO 3a1aTh B template nepen deploy Service mporpamMmmHoro
KoMILIeKca «JxaBakcy:

<DC_NAME> — ums KOMIIOHEHTa IPWIOKEHUA. PekoMeH1yeMbple UMEHA /111 KOMIIOHEHTOB
npunoxxenust: brok/brok-bpm/brok-auth/brok-ui, ogaako Moxer ObITh 3a1aHO JTH0O0E UMSI KOMIIOHEHTA
MIPUJIOXKCHHUS B COOTBETCTBUH C TPEOOBAHUSIMH HEHMHHTA MPUJIOKCHHUN BHYTPH YUPEIKIACHHUS.

<PROJECT> — mpocTpaHCTBO UMEH OPKECTPATOPa, B KOTOPOE HETIOCPEICTBEHHO OyIeT OCy-
uiecTBIAThCA deploy mpHioKeHus.

<APP_PORT> — mopT, 1o KOTOpOMY OCYIIECTBISIETCS JOCTYIl BHYTPH OpKeCTpaTropa M 1o

KOTOPOMY NPUIIOKCHHUEC OTBCYACT 110 MMOCTYNAOIINEC K HEMY 3aIIPOCHI.

3) IIpumepsr template i Ka)a0ro KOMIIOHEHTA IPHIOKCHHS.

a) Service emulator-service

apivVersion: vl
kind: Service
metadata:
labels:
app: emulator-service
name: emulator-service

namespace: develop

spec:
ports:

- name: 8080-tcp
port: 80
protocol: TCP
targetPort: 8080

selector:

deployment: emulator-service
sessionAffinity: None

type: ClusterIP

0) Service bpm-orchestration-service

apiVersion: vl
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kind: Service
metadata:
labels:
app: bpm-orchestration-service
name: bpm-orchestration-service

namespace: demo

spec:
ports:

- name: 8080-tcp
port: 80
protocol: TCP
targetPort: 8080

selector:

deployment: bpm-orchestration-service
sessionAffinity: None

type: ClusterIP

B) Service api-visualization-commons

apiVersion: vl
kind: Service
metadata:
labels:
app: api-visualization-commons
name: api-visualization-commons

namespace: demo

spec:
ports:

- name: 8080-tcp
port: 80
protocol: TCP
targetPort: 8080

selector:

deployment: api-visualization-commons
sessionAffinity: None

type: ClusterIP

r) Service pack-integration-svc-template

apiVersion: vl
kind: Service
metadata:

labels:
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app: pack-integration-svc-template
name: pack-integration-svc-template

namespace: demo

spec:
ports:

- name: 8080-tcp
port: 80
protocol: TCP
targetPort: 8080

selector:

deployment: pack-integration-svc-template
sessionAffinity: None

type: ClusterIP

n) Service kafka-template-service

apivVersion: vl
kind: Service
metadata:
labels:
app: kafka-template-service
name: kafka-template-service

namespace: demo

spec:
ports:

- name: 8080-tcp
port: 80
protocol: TCP
targetPort: 8080

selector:

deployment: kafka-template-service
sessionAffinity: None

type: ClusterIP

e) Service brok

- apiVersion: vl
kind: Service
metadata:

labels:
app: brok
name: brok

namespace: develop
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spec:
ports:

- name: 808l-tcp
port: 80
protocol: TCP
targetPort: 8081

selector:

deployment: brok
sessionAffinity: None

type: ClusterIP

k) Service brok-bpm

- apiVersion: vl
kind: Service
metadata:

labels:
app: brok-bpm
name: brok-bpm

namespace: develop

spec:
ports:

- name: 8082-tcp
port: 80
protocol: TCP
targetPort: 8082

selector:

deployment: brok-bpm
sessionAffinity: None

type: ClusterIP

3) Service brok-auth

- apiVersion: vl
kind: Service
metadata:
labels:
app: brok-auth
name: brok-auth
namespace: develop
spec:
ports:

- name: 8080-tcp
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port: 80
protocol: TCP
targetPort: 8080

selector:

deployment: brok-auth

sessionAffinity: None

type: ClusterIP

u) Service brok-ui

- apiVersion: vl
kind: Service
metadata:

labels:
app: brok-ui
name: brok-ui

namespace: develop

spec:
ports:

- name: 8080-tcp
port: 80
protocol: TCP
targetPort: 8080

selector:

deployment: brok-ui
sessionAffinity: None

type: ClusterIP
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2.2. Onucanne Bo3MOKHbIX BapuanToB Deploy B opkecrpaTtop Kubernetes
2.2.1. PyuHoii (He aBTOMAaTH3HPOBaHHBII1) BapuanT deploy koMmnaneHToB

Deploy Bcex KOMIIOHEHTOB MPHJIOKCHHS, B Py4HOM (HE aBTOMATH3UPOBAHHOM) PEKHUME OCY-
HIIECTBJISIETCA C UCIIOJIb30BAHUEM CHCHI/IaJII/IBI/IpOBaHHOﬁ KOHCOJILHO YTUIIATBI — kubectl.

[TogpoOHOE omrcaHue O TOM, KaK yCTaHOBUTH JIaHHYIO0 KOHCOJIBHYIO YTHIIUTY Ha Bamn kommb-
I0TEp, MOXXHO  HaWTth B  odunmanbHOH  gokymeHnraimuu — Kubernates mo  aapecy:
https://kubernetes.io/ru/docs/tasks/tools/install-kubectl/

ITocine YCTAaHOBKH YTHUJIUTBI HCO6XO,I[I/IMO BBITTIOJTHUTDH HOCHG,Z[OB&TGHBHBIFI BbI3OB KOMAaH/JbI C

yKa3aHHUEM Ka)XJI0TO 3all0JIHeHHbIMU template KOMITOHEHTOB PHIIOKECHUSI:

kubectl apply -f <TEMPLATE NAME>.yml
2.2.2. ABToMaTu3upoBaHHblii Bapuant deploy BrOk

Kaxk roBopuiiock panee nporecc Hamucanus pipeline B pamMkax HacTosiiieid HHCTPYKIIMH pac-
CMaTPHBAaThCs HE OyJIET [0 MPUYUHE OOJBIIOr0 pa3sHOO0pa3usi NPOAYKTOB, UCIIOIb3YEMbIX B KAYECTBE
CHCTEM JJOCTABKH KOJIa B OPKECTPATOP.

OnHako B JaHHOM IYHKTE OyJyT pacCMOTPEHBbI OCHOBHBIC CYIIHOCTH, YYaCTBYIOIIUE B TIPO-
riecce apromaTu3aruu Deploy npunoxenus BrOK B opkectparop.

Jlnst aBromatu3zanuu mpouecca Deploy pekomenayercs HCHonb30BaHie CPEICTBA YCTAHOBKH C
OTKPBITHIM HCXOTHBIM KOJIOM, KOTOPOE IIOMOTaeT YCTaHOBUTS mpuitoxenust Kubernates u ynpasnste ux
YKU3HEHHBIM IIUKJIOM — Helm.

ABTOMaTHU3MPOBAHHBIN JICTUION WHBIX KOMIIOHEHTOB MPOTPaMMHOT0 KoMILIekca «/[kaBakc» B
OpKecTparop ¢ momoupio Helm B pamkax HacTosIiell HHCTPYKIUHA HE PACCMATPHUBACTCS MO MIPUYHHE
OTCYTCTBUSI HEOOXOAMMBIX MaHHM(ECTOB s HMHBIX KOMIIOHEHTOB IIPOIPAaMMHOTO KOMILIEKCa
«JIxaBakcy.

1) Hwxke npuBenensl npumep Beex template u values, koropsie MOTYT OBITh UCIIOJIB30BaHbBI B
nporecce Deploy Bcex koMIOHEHTOB mpuItoxkeHust B opkectpatop Kubernates ¢ momomnrsro Helm.

a) Helm template s kommonenTta brok-core

ConfigMap:

apiVersion: vl

kind: ConfigMap

metadata:
labels:
app: {{ .Values.CommonValues.MainProjectName }}
name: {{ .Values.CommonValues.MainProjectName }}
namespace: {{ .Values.CommonValues.Namespace }}

data:
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DATASOURCE URL: {{ .Values.ConfigMap.common.DatasourceUrl }}

DATASOURCE USERNAME: {{ .Values.ConfigMap.common.DatasourceUsername }}

APPLICATION PATHS UI: "{{ .Values.ConfigMap.common.application.paths.ui }}"

APPLICATION PATHS CORE: "{{ .Values.ConfigMap.common.application.paths.core
PEM

APPLICATION PATHS BPM: "{{ .Values.ConfigMap.common.application.paths.bpm }}"

APPLICATION AUTHORIZATION DATABASE SCHEME: "{{ .Values.CommonValues.KcDbSchema
PEM

AUDIT ENABLED: "{{ .Values.ConfigMap.common.audit.Enabled }}"

CLEANER CRONEXPRESSION: "{{ .Values.ConfigMap.common.cleaner.cronExpression
P

CLEANER AUDIT ENABLED: "{{ .Values.ConfigMap.common.cleaner.audit.Enabled }}"

CLEANER AUDIT COUNT: "{{ .Values.ConfigMap.common.cleaner.audit.count }}"

CACHE ENABLED: "{{ .Values.ConfigMap.common.cache.Enabled }}"

CACHE PROPERTIES CLUSTERS ENABLED: "{{ .Values.ConfigMap.common.cache.proper-

ties.clusters.Enabled }}"

CACHE PROPERTIES TOPICS ENABLED: "{{ .Values.ConfigMap.common.cache.proper-
ties.topics.Enabled }}"

CACHE PROPERTIES FAVORITES ENABLED: "{{ .Values.ConfigMap.common.cache.proper-
ties.favorites.Enabled }}"

CACHE PROPERTIES TEMPLATES ENABLED: "{{ .Values.ConfigMap.common.cache.proper-
ties.templates.Enabled }}"

LOGGING LEVEL COM AXENIX BROK: {{ .Values.ConfigMap.common.LdapAutorisa-
tion.KafkaUiLogLevel }}

{{ 1f .Values.ConfigMap.common.LdapAutorisation.enabled }}

LOGGING LEVEL ROOT: {{ .Values.ConfigMap.common.LdapAutorisation.Kaf-
kaUiLogLevel }}

AUTH TYPE: {{ .Values.ConfigMap.common.LdapAutorisation.AuthType }}

SPRING LDAP URLS: {{ .Values.ConfigMap.common.LdapAutorisation.SpringLdapUrls
}}

SPRING LDAP DN PATTERN: {{ .Values.ConfigMap.common.LdapAutorisa-
tion.SpringLdapDnPattern }}

SPRING LDAP USERFILTER SEARCHBASE: {{ .Values.ConfigMap.common.LdapAutorisa-
tion.SpringldapUserfilterSearchbase }}

SPRING LDAP USERFILTER SEARCHFILTER: {{ .Values.ConfigMap.common.LdapAutorisa-
tion.SpringlLdapUserFilterSearchfilter }}

{{ else if .Values.ConfigMap.common.KeycloakAutorisation.enabled }}

AUTH TYPE: {{ .Values.ConfigMap.common.KeycloakAutorisation.AuthType }}

AUTH OAUTHZ RESOURCESERVER JWT ISSUERURI: {{ .Values.ConfigMap.common.Key-
cloakAutorisation.AuthOauth2ResourcesServerJwtIssUerUri }}

AUTH OAUTHZ RESOURCESERVER JWT JWKSETURI: {{ .Values.ConfigMap.common.Key-

cloakAutorisation.AuthOauth2ResourcesServerdJwtJwkSetUei }}
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{{ end }}

Deployment:

apiVersion: apps/vl
kind: Deployment
metadata:
namespace: {{ .Values.CommonValues.Namespace }}
name: {{ .Values.CommonValues.MainProjectName }}
labels:
commit: {{ .Values.CommonValues.commitTag}}
app: {{ .Values.CommonValues.MainProjectName }}
name: {{ .Values.CommonValues.MainProjectName }}
spec:
replicas: {{ .Values.Deployment.ReplicasCount }}
selector:
matchLabels:
app: {{ .Values.CommonValues.MainProjectName }}
template:
metadata:
creationTimestamp: null
labels:
app: {{ .Values.CommonValues.MainProjectName }}
deployment: {{.Values.CommonValues.MainProjectName }}
spec:
imagePullSecrets:
- name: {{ .Values.Deployment.ImagePullSecretsName }}
securityContext: {}
{{ 1f .Values.Deployment.enablednodeSelector }}
nodeSelector:

node-role.kubernetes.io/worker: {{ .Values.Deployment.nodeSelector

{{ end }}
serviceAccountName: {{ .Values.Deployment.SA }}
serviceAccount: {{ .Values.Deployment.SA }}
containers:

- name: {{ .Values.CommonValues.MainProjectName }}
image: {{ .Values.Deployment.ImageNameBase }}
imagePullPolicy: Always
env:

- name: POD_ NAME

valueFrom:
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fieldRef:
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: LOG_LEVEL
value: {{ .Values.Deployment.LogLevel }}
- name: TZ
value: "{{ .Values.Deployment.TZ }}"
envFrom:
- configMapRef:
name: {{ .Values.CommonValues.MainProjectName }}
- secretRef:
name: {{ .Values.CommonValues.MainProjectName }}
ports:
- containerPort: {{ .Values.CommonValues.AppPortApi }}
protocol: TCP
resources:
limits:
cpu: {{ .Values.Deployment.CpulLimit }}
memory: {{ .Values.Deployment.MemoryLimit }}
requests:
cpu: {{ .Values.Deployment.CpuRequest }}
memory: {{ .Values.Deployment.MemoryRequest }}
livenessProbe:
failureThreshold: 3
httpGet:
path: /actuator/health/liveness
port: {{ .Values.CommonValues.AppPortApi }}
scheme: HTTP
initialDelaySeconds: 600
periodSeconds: 30
successThreshold: 1
timeoutSeconds: 10
readinessProbe:
httpGet:
path: /actuator/health/readiness
port: {{ .Values.CommonValues.AppPortApi }}
scheme: HTTP
failureThreshold: {{ .Values.Deployment.ReadinessProbeFailure-

Threshhold }}
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initialDelaySeconds: {{ .Values.Deployment.ReadinessProbel-
nitialDelaySeconds }}

periodSeconds: {{ .Values.Deployment.ReadinessProbePeriodSecond

H}

Ingress:

kind: Ingress
apiVersion: networking.k8s.io/vl
metadata:
name: {{ .Values.CommonValues.MainProjectName }}
namespace: {{ .Values.CommonValues.Namespace }}
labels:
name: {{ .Values.CommonValues.MainProjectName }}
annotations:
kubernetes.io/ingress.class: nginx
nginx.ingress.kubernetes.io/backend-protocol: HTTP
nginx.ingress.kubernetes.io/ssl-passthrough: 'true'
spec:
rules:
- host: {{ .Values.CommonValues.MainProjectName }}.{{ .Values.CommonVal-
ues.Namespace }}.{{ .Values.Ingress.IngressPrefix }}
http:
paths:
- path: /core/
pathType: Prefix
backend:
service:
name: {{ .Values.CommonValues.MainProjectName }}
port:

name: {{ .Values.CommonValues.AppPortApi }}-tcp

Secret:

apiVersion: vl
kind: Secret
metadata:
labels:
app: {{ .Values.CommonValues.MainProjectName }}
name: {{ .Values.CommonValues.MainProjectName }}
namespace: {{ .Values.CommonValues.Namespace }}
stringData:

LICENSE KEY: "{{ .Values.ConfigMap.common.license.key }}"
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LICENSE TYPE: "{{ .Values.ConfigMap.common.license.type }}"

LICENSE KUBERNETES HOST: "{{ .Values.ConfigMap.common.license.kuber-
netes.host }}"

LICENSE KUBERNETES NAMESPACE: "{{ .Values.ConfigMap.common.license.kuber-
netes.namespace }}"

LICENSE KUBERNETES API VERSION: "{{ .Values.ConfigMap.common.license.ku-
bernetes.apiVersion }}"

LICENSE KUBERNETES TOKEN: "{{ .Values.ConfigMap.common.license.kuber-

netes.token }}"

DATASOURCE PASSWORD: {{ .Values.ConfigMap.common.DatasourcePassword }}
DATASOURCE USERNAME: {{ .Values.ConfigMap.common.DatasourceUsername }}
BOT NAME: "{{ .Values.ConfigMap.common.botName }}"

BOT TOKEN: "{{ .Values.ConfigMap.common.botToken }}"

BOT CHATID: "{{ .Values.ConfigMap.common.botChatID }}"

BOT ENABLED: "{{ .Values.ConfigMap.common.botEnabled }}"

{{ if .Values.ConfigMap.common.LdapAutorisation.enabled }}

SPRING LDAP ADMINUSER: {{ .Values.ConfigMap.common.LdapAutorisa-
tion.SpringLdapAdminuser }}

SPRING LDAP ADMINPASSWORD: {{ .Values.ConfigMap.common.LdapAutorisa-
tion.SpringlLdapAdminPassword }}

{{ end }}

Service:

apiVersion: vl

kind: Service

metadata:
labels:
app: {{ .Values.CommonValues.MainProjectName }}
name: {{ .Values.CommonValues.MainProjectName }}
namespace: {{ .Values.CommonValues.Namespace }}
spec:
ports:
- name: {{ .Values.CommonValues.AppPortApi }}-tcp
port: 80

protocol: TCP

targetPort: {{ .Values.CommonValues.AppPortApi }}
selector:
deployment: {{ .Values.CommonValues.MainProjectName }}

sessionAffinity: None

type: ClusterIP
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6) Helm template g kommonenta brok-bpm

ConfigMap

apiVersion: vl

kind: ConfigMap

metadata:
labels:

app: {{ .Values.CommonValues.MainProjectName } }-bpm

name: {{ .Values.CommonValues.MainProjectName }}-bpm
namespace: {{ .Values.CommonValues.Namespace }}

data:
SECRET NAME: "{{ .Values.CommonValues.MainProjectName }}-bpm"
DATASOURCE URL: "{{ .Values.ConfigMap.common.DatasourceUrl }}"
DATASOURCE USERNAME: "{{ .Values.ConfigMap.common.DatasourceUsername }}"
DATASOURCE SCHEMA: "{{ .Values.ConfigMap.bpm.datasource.schema }}"
APPLICATION PATHS UI: "{{ .Values.ConfigMap.common.application.paths.ui

P

APPLICATION PATHS CORE: "{{ .Values.ConfigMap.common.applica-

tion.paths.core }}"

Deployment:

apiVersion: apps/vl

kind: Deployment

metadata:
namespace: {{ .Values.CommonValues.Namespace }}
name: {{ .Values.CommonValues.MainProjectName }}-bpm
labels:
commit: {{ .Values.CommonValues.commitTag}}
app: {{ .Values.CommonValues.MainProjectName }}-bpm
name: {{ .Values.CommonValues.MainProjectName }}-bpm
spec:
replicas: {{ .Values.Deployment.ReplicasCount }}
selector:
matchLabels:
app: {{ .Values.CommonValues.MainProjectName }}-bpm
template:
metadata:

creationTimestamp: null
labels:
app: {{ .Values.CommonValues.MainProjectName }}-bpm

deployment: {{.Values.CommonValues.MainProjectName }}-bpm
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H}

spec:
imagePullSecrets:
- name: {{ .Values.Deployment.ImagePullSecretsName }}
securityContext: {}
{{ 1f .Values.Deployment.enablednodeSelector }}
nodeSelector:

node-role.kubernetes.io/worker: {{ .Values.Deployment.nodeSelector

{{ end }}
serviceAccountName: {{ .Values.Deployment.SA }}
serviceAccount: {{ .Values.Deployment.SA }}
containers:

- name: {{ .Values.CommonValues.MainProjectName }}-bpm
image: {{ .Values.Deployment.ImageNameBpm }}
imagePullPolicy: Always
env:

- name: POD NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: LOG_LEVEL
value: {{ .Values.Deployment.LogLevel }}
- name: TZ
value: "{{ .Values.Deployment.TZ }}"
envFrom:
- configMapRef:
name: {{ .Values.CommonValues.MainProjectName }}-bpm
- secretRef:
name: {{ .Values.CommonValues.MainProjectName }}-bpm
ports:
- containerPort: {{ .Values.CommonValues.AppPortBpm }}
protocol: TCP
resources:
limits:
cpu: {{ .Values.Deployment.CpulLimit }}
memory: {{ .Values.Deployment.MemoryLimit }}
requests:

cpu: {{ .Values.Deployment.CpuRequest }}
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memory: {{ .Values.Deployment.MemoryRequest }}
livenessProbe:
failureThreshold: 3
httpGet:
path: /actuator/health/liveness
port: {{ .Values.CommonValues.AppPortBpm }}
scheme: HTTP
initialDelaySeconds: 600
periodSeconds: 30
successThreshold: 1
timeoutSeconds: 10
readinessProbe:
httpGet:
path: /actuator/health/readiness
port: {{ .Values.CommonValues.AppPortBpm }}
scheme: HTTP
failureThreshold: {{ .Values.Deployment.ReadinessProbeFailure-
Threshhold }}
initialDelaySeconds: {{ .Values.Deployment.ReadinessProbel-
nitialDelaySeconds }}

periodSeconds: {{ .Values.Deployment.ReadinessProbePeriodSecond

H}

Service:

apiVersion: vl
kind: Service
metadata:
labels:
app: {{ .Values.CommonValues.MainProjectName }}-bpm
name: {{ .Values.CommonValues.MainProjectName }}-bpm

namespace: {{ .Values.CommonValues.Namespace }}

spec:
ports:
- name: {{ .Values.CommonValues.AppPortBpm }}-tcp
port: 80
protocol: TCP
targetPort: {{ .Values.CommonValues.AppPortBpm }}
selector:

deployment: {{ .Values.CommonValues.MainProjectName }}-bpm
sessionAffinity: None

type: ClusterIP
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Secret:

}}"

apiVersion: vl

kind: Secret

metadata:
labels:
app: {{ .Values.CommonValues.MainProjectName }}-bpm
name: {{ .Values.CommonValues.MainProjectName }}-bpm
namespace: {{ .Values.CommonValues.Namespace }}
stringData:
DATASOURCE USERNAME: "{{ .Values.ConfigMap.bpm.datasource.username }}"
DATASOURCE PASSWORD: "{{ .Values.ConfigMap.bpm.datasource.password }}"
CAMUNDA BPM ADMIN USER ID: "{{ .Values.ConfigMap.bpm.camunda.adminUser.id
CAMUNDA BPM ADMIN USER PASSWORD: "{{ .Values.ConfigMap.bpm.camunda.ad-

minUser.password }}"

B) Helm template mist komnonenTa brok-auth

ConfigMap

ing}}"

apiVersion: vl

kind: ConfigMap

metadata:
labels:

app: {{ .Values.CommonValues.MainProjectName }}-auth

name: {{ .Values.CommonValues.MainProjectName }}-auth
namespace: {{ .Values.CommonValues.Namespace }}

data:
SECRET NAME: "{{ .Values.CommonValues.MainProjectName }}-auth"
KEYCLOAK DATABASE HOST: "{{ .Values.CommonValues.KcDbHost }}"
KEYCLOAK DATABASE PORT: "{{ .Values.CommonValues.KcDbPort }}"
KEYCLOAK DATABASE VENDOR: "{{ .Values.CommonValues.DbVendor }}"
KEYCLOAK DATABASE NAME: "{{ .Values.CommonValues.DbDatabase }}"
KEYCLOAK DATABASE SCHEMA: "{{ .Values.CommonValues.KcDbSchema }}"
KEYCLOAK ADMIN: "{{ .Values.CommonValues.KcAdminUser }}"

PROXY ADDRESS FORWARDING: "{{ .Values.ConfigMap.auth.ProxyAddressForward-

START PAGE HOST: "{{ .Values.ConfigMap.auth.StartPageHost }}"
KEYCLOAK LOGLEVEL: "{{ .Values.ConfigMap.auth.KeycloakLoglvl }}"

KEYCLOAK ENABLE HEALTH ENDPOINTS: "{{ .Values.CommonValues.KcEnable-

HealthEndpoints }}"
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Deployment:

H}

apiVersion: apps/vl

kind: Deployment

metadata:
namespace: {{ .Values.CommonValues.Namespace }}
name: {{ .Values.CommonValues.MainProjectName }}-auth
labels:
commit: {{ .Values.CommonValues.commitTag}}
app: {{ .Values.CommonValues.MainProjectName }}-auth
name: {{ .Values.CommonValues.MainProjectName }}-auth
spec:
replicas: {{ .Values.Deployment.ReplicasCount }}
selector:
matchLabels:
app: {{ .Values.CommonValues.MainProjectName }}-auth
template:
metadata:

creationTimestamp: null

labels:
app: {{ .Values.CommonValues.MainProjectName }}-auth
deployment: {{.Values.CommonValues.MainProjectName }}-auth
spec:

imagePullSecrets:
- name: {{ .Values.Deployment.ImagePullSecretsName }}
securityContext: {}

{{ 1f .Values.Deployment.enablednodeSelector }}

nodeSelector:

node-role.kubernetes.io/worker: {{ .Values.Deployment.nodeSelector

{{ end }}

serviceAccountName: {{ .Values.Deployment.SA }}
serviceAccount: {{ .Values.Deployment.SA }}
containers:

- name: {{ .Values.CommonValues.MainProjectName }}-auth

image: {{ .Values.Deployment.ImageNameAuth }}

imagePullPolicy: Always
env:
- name: POD NAME
valueFrom:
fieldRef:
fieldPath: metadata.name

- name: NAMESPACE
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valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: LOG LEVEL
value: {{ .Values.Deployment.LoglLevel }}
- name: TZ
value: "{{ .Values.Deployment.TZ }}"
envFrom:
- configMapRef:
name: {{ .Values.CommonValues.MainProjectName }}-auth
- secretRef:
name: {{ .Values.CommonValues.MainProjectName }}-auth
ports:
- containerPort: {{ .Values.CommonValues.AppPortUi }}
protocol: TCP
resources:
limits:
cpu: {{ .Values.Deployment.CpulLimit }}
memory: {{ .Values.Deployment.MemoryLimit }}
requests:
cpu: {{ .Values.Deployment.CpuRequest }}
memory: {{ .Values.Deployment.MemoryRequest }}
livenessProbe:
failureThreshold: 3
httpGet:
path: /health/live
port: {{ .Values.CommonValues.AppPortUi }}
scheme: HTTP
initialDelaySeconds: 600
periodSeconds: 30
successThreshold: 1
timeoutSeconds: 10
readinessProbe:
httpGet:
path: /health/ready
port: {{ .Values.CommonValues.AppPortUi }}
scheme: HTTP
failureThreshold: {{ .Values.Deployment.ReadinessProbeFailure-
Threshhold }}
initialDelaySeconds: {{ .Values.Deployment.ReadinessProbel-

nitialDelaySeconds }}
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periodSeconds: {{ .Values.Deployment.ReadinessProbePeriodSecond

H}

Ingress:

kind: Ingress
apiVersion: networking.k8s.io/vl
metadata:
name: {{ .Values.CommonValues.MainProjectName }}-auth
namespace: {{ .Values.CommonValues.Namespace }}
labels:
app: {{ .Values.CommonValues.MainProjectName }}-auth

name: {{ .Values.CommonValues.MainProjectName }}-auth

annotations:
kubernetes.io/ingress.class: "nginx"
nginx.ingress.kubernetes.io/backend-protocol: "HTTP"
nginx.ingress.kubernetes.io/ssl-passthrough: "true"

nginx.ingress.kubernetes.io/rewrite-target: /
spec:
rules:
- host: {{ .Values.CommonValues.MainProjectName }}-auth.{{ .Values.Com-
monValues.Namespace }}.{{ .Values.Ingress.IngressPrefix }}
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: {{ .Values.CommonValues.MainProjectName }}-auth
port:
name: {{ .Values.CommonValues.AppPortUi }}-tcp
tls:
- hosts:
- {{ .Values.CommonValues.MainProjectName }}-auth.{{ .Values.Common-
Values.Namespace }}.{{ .Values.Ingress.IngressPrefix }}

secretName: {{ .Values.CommonValues.TlsSecretName }}

Service:

apiVersion: vl
kind: Service
metadata:

labels:
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app: {{ .Values.CommonValues.MainProjectName }}-auth
name: {{ .Values.CommonValues.MainProjectName }}-auth
namespace: {{ .Values.CommonValues.Namespace }}
spec:
ports:
- name: {{ .Values.CommonValues.AppPortUi }}-tcp
port: 80

protocol: TCP

targetPort: {{ .Values.CommonValues.AppPortUi }}
selector:
deployment: {{ .Values.CommonValues.MainProjectName }}-auth

sessionAffinity: None

type: ClusterIP

Secret:

apivVersion: vl

kind: Secret

metadata:
labels:
app: {{ .Values.CommonValues.MainProjectName }}-auth
name: {{ .Values.CommonValues.MainProjectName }}-auth
namespace: {{ .Values.CommonValues.Namespace }}
stringData:
KEYCLOAK DATABASE USER: "{{ .Values.CommonValues.DbUser }}"
KEYCLOAK DATABASE PASSWORD: "{{ .Values.CommonValues.DbPassword }}"
KEYCLOAK ADMIN: "{{ .Values.CommonValues.KcAdminUser }}"
KEYCLOAK ADMIN PASSWORD: "{{ .Values.CommonValues.KcAdminPassword }}"

r) Helm template mist kommonenTa brok-ui

ConfigMap:

apiVersion: vl

kind: ConfigMap

metadata:
labels:
app: {{ .Values.CommonValues.MainProjectName }}-ui
name: {{ .Values.CommonValues.MainProjectName }}-ui
namespace: {{ .Values.CommonValues.Namespace }}
data:

{{ 1f .Values.ConfigMap.common.LdapAutorisation.enabled }}
LOGGING LEVEL ROOT: {{ .Values.ConfigMap.common.LdapAutorisation.Kaf-
kaUiLogLevel }}
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AUTH TYPE: {{ .Values.ConfigMap.common.LdapAutorisation.AuthType }}

SPRING_LDAP URLS: {{ .Values.ConfigMap.common.LdapAutorisa-
tion.SpringLdapUrls }}

SPRING LDAP DN PATTERN: {{ .Values.ConfigMap.common.LdapAutorisa-
tion.SpringLdapDnPattern }}

SPRING LDAP USERFILTER SEARCHBASE: {{ .Values.ConfigMap.common.LdapAutori-
sation.SpringLdapUserfilterSearchbase }}

SPRING LDAP USERFILTER SEARCHFILTER: {{ .Values.ConfigMap.common.LdapAuto-
risation.SpringlLdapUserFilterSearchfilter }}

{{ else if .Values.ConfigMap.common.KeycloakAutorisation.enabled }}

AUTH TYPE: {{ .Values.ConfigMap.common.KeycloakAutorisation.AuthType }}

AUTH OAUTHZ RESOURCESERVER JWT ISSUERURI: {{ .Values.ConfigMap.common.Key-
cloakAutorisation.AuthOauth2ResourcesServerJwtIssUerUri }}

AUTH OAUTHZ RESOURCESERVER JWT JWKSETURI: {{ .Values.ConfigMap.common.Key-

cloakAutorisation.AuthOauth2ResourcesServerJwtJwkSetUei }}

{{ else }}
DATASOURCE URL: {{ .Values.ConfigMap.common.DatasourceUrl }}
DATASOURCE USERNAME: {{ .Values.ConfigMap.common.DatasourceUsername }}
APPLICATION PATHS UI: {{ .Values.ConfigMap.common.ApplicationPathUi }}
{{ end }}

Deployment:

apiVersion: apps/vl

kind: Deployment

metadata:
namespace: {{ .Values.CommonValues.Namespace }}
name: {{ .Values.CommonValues.MainProjectName }}-ui
labels:
commit: {{ .Values.CommonValues.commitTag}}
app: {{ .Values.CommonValues.MainProjectName }}-ui
name: {{ .Values.CommonValues.MainProjectName }}-ui
spec:
replicas: {{ .Values.Deployment.ReplicasCount }}
selector:
matchLabels:
app: {{ .Values.CommonValues.MainProjectName }}-ui
template:
metadata:

creationTimestamp: null

labels:

app: {{ .Values.CommonValues.MainProjectName }}-ui
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H}

deployment: {{.Values.CommonValues.MainProjectName }}-ui
spec:
imagePullSecrets:
- name: {{ .Values.Deployment.ImagePullSecretsName }}
securityContext: {}
{{ 1f .Values.Deployment.enablednodeSelector }}
nodeSelector:

node-role.kubernetes.io/worker: {{ .Values.Deployment.nodeSelector

{{ end }}
serviceAccountName: {{ .Values.Deployment.SA }}
serviceAccount: {{ .Values.Deployment.SA }}
containers:

- name: {{ .Values.CommonValues.MainProjectName }}-ui
image: {{ .Values.Deployment.ImageNameUi }}
imagePullPolicy: Always
env:

- name: POD NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: LOG LEVEL
value: {{ .Values.Deployment.LogLevel }}
- name: TZ
value: "{{ .Values.Deployment.TZ }}"
envFrom:
- configMapRef:
name: {{ .Values.CommonValues.MainProjectName }}-ui
- secretRef:
name: {{ .Values.CommonValues.MainProjectName }}-ui
ports:
- containerPort: {{ .Values.CommonValues.AppPortUi }}
protocol: TCP
resources:
limits:
cpu: {{ .Values.Deployment.CpuLimit }}
memory: {{ .Values.Deployment.MemoryLimit }}

requests:
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cpu: {{ .Values.Deployment.CpuRequest }}
memory: {{ .Values.Deployment.MemoryRequest }}
livenessProbe:
failureThreshold: 3
httpGet:
path: /actuator/health/liveness
port: {{ .Values.CommonValues.AppPortUi }}
scheme: HTTP
initialDelaySeconds: 600
periodSeconds: 30
successThreshold: 1
timeoutSeconds: 10
readinessProbe:
httpGet:
port: {{ .Values.CommonValues.AppPortUi }}
scheme: HTTP
failureThreshold: {{ .Values.Deployment.ReadinessProbeFailure-
Threshhold }}
initialDelaySeconds: {{ .Values.Deployment.ReadinessProbel-
nitialDelaySeconds }}

periodSeconds: {{ .Values.Deployment.ReadinessProbePeriodSecond

H}

Ingress:

kind: Ingress
apiVersion: networking.k8s.io/vl
metadata:
name: {{ .Values.CommonValues.MainProjectName }}-ui
namespace: {{ .Values.CommonValues.Namespace }}
labels:
name: {{ .Values.CommonValues.MainProjectName }}-ui
annotations:
kubernetes.io/ingress.class: nginx
nginx.ingress.kubernetes.io/backend-protocol: HTTP

nginx.ingress.kubernetes.io/ssl-passthrough: 'true'

spec:
rules:
- host: {{ .Values.CommonValues.MainProjectName }}.{{ .Values.CommonVal-
ues.Namespace }}.{{ .Values.Ingress.IngressPrefix }}

http:
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paths:
- path: /
pathType: Prefix

backend:
service:
name: {{ .Values.CommonValues.MainProjectName }}-ui
port:
name: {{ .Values.CommonValues.AppPortUi }}-tcp
tls:
- hosts:
- {{ .Values.CommonValues.MainProjectName }}.{{ .Values.CommonVal-

ues.Namespace }}.{{ .Values.Ingress.IngressPrefix }}

secretName: {{ .Values.Ingress.TlsSecretName }}

Service:

apivVersion: vl

kind: Service

metadata:
labels:
app: {{ .Values.CommonValues.MainProjectName }}-ui
name: {{ .Values.CommonValues.MainProjectName }}-ui
namespace: {{ .Values.CommonValues.Namespace }}
spec:
ports:
- name: {{ .Values.CommonValues.AppPortUi }}-tcp
port: 80

protocol: TCP

targetPort: {{ .Values.CommonValues.AppPortUi }}
selector:
deployment: {{ .Values.CommonValues.MainProjectName }}-ui

sessionAffinity: None

type: ClusterIP

2) JIns Deploy ¢ ucnonp3oBanueM Beex template yka3aHHBIX BbIIIE PEKOMEHIYETCS CIIEAYIO-
it values gaii:

CommonValues:

MainProjectName: <APP NAME> # Example: brok. HazpaHUe NPMIIOXKEHMA MCIOJb-—
3yMoe B Jierbjax MaHubecTOB
commitTag: <COMIT TAG> # Example: lates. [JebosnTHOe 3HaueHue Jenbja nC—

IIOJIBE3YEMOT'O IOJId aBTOMATUUECKOI'O pPenernjiod KOMIIOHEHTOB IIPUIIOXEHMA
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Namespace: <NAMESPACE> # LeJIeBOM namespace B KOTOPOM OyHOeT Pasz3BEPHYTH IOIH
brok

AppPortApi: "8081l" # IlopT moma C npuioxeHmeMm brok

AppPortBpm: "8082" # IlopT noma c npuioxeHueMm brok-bpm

AppPortUi: "8080" # IopT noma c npwioxeHusamu brok-ui m brok-auth

KcDbHost: <POSTGRES HOST> # Example: postgres.ru-centrall.internal Appec
Basel ODaHHBEIX MCIOJb3yeMoM brok—-auth nms xpaHeHMs chomcka [I0JIb30BaTeJEN

KcDbPort: "5432" # IopT Oasbl ODaHHBIX MCIOJb3yeMo¥M brok-auth nna xpaHeHUs
CnMckKa I[oJib30BaTesiel

DbVendor: "postgresqgl" # Tun mcnojb3yemol Oasu ITaHHHX

DbUser: <DB USER> # Example: brok demo - YueTHasd 3anmMchb [OJIb30BaTed MC-
oJyib3yeMas IJis [OOKJIYeHMS K 0asze IaHHEX

DbPassword: <DB USER PASSWORD> #Example: SupperP@S$SwOrD Ilapojsp OT y4eTHOM
3a0McCy INOJIb30OBATEJIA MCIOJNBb3YEeMOM IJiA MNOAOKJYEeHMs K 0Oase IOaHHBIX

DbDatabase: <DB_BROK> # Example: brok demo Basa HaHHHX MCIOJb3yeMas IJd
XPaHeHMs CIMCKa I10JIb30BaTeJen

KcDbSchema: <BROK AUTH SCHEMA> # Example: brok auth Cxema B 0a3e HaHHXEH
"DbDatabase" wmcnojnpsyeMas IOJig XpPaHeHMUA CIMCKa I10JIb30BaTejieMt

KcAdminUser: <ADMIN USER BROK AUTH> # Example: admin AnMmHCKasa ydeTHasd 3a-—
oMchL, McCHojb3yemMas IOjsa Bxoma B UI brok-auth

KcAdminPassword: <ADMIN USER BROK AUTH PASSWORD> #Example:
SupperP@$SwOrDROKQuUth [laponb OT aIMMHCKONM YyYEeTHOM 3alMCM, MCIOJIL3YyeMOM IJsS BXoIa B
UI brok-auth

KcEnableHealthEndpoints: "true" # BxJjwoueHMe sHIONOMHTOB Readiness Checks,

Liveness Check

Ingress:
IngressPrefix: <K8S PREFIX> # Example: apps.dev.k8s-javax Ilpedukc kjacTepa
k8s
TlsSecretName: <TLS SECRET NAME> # Example: tls-secret HasBaHue cexpera C
cepTrdmUkaTaMm

Deployment:

enablednodeSelector: True

nodeSelector: <NODESELECTOR> # Example: worker

SA: <SERVICE ACCOUNT NAME> # Example: deployer-service HasBaHme cepBucC-
aKKayHTa, MCIOJIb3yeMOT'0o IJig 3allycka IpuJIoXeHUM B k8s

ImagePullSecretsName: <IMAGE PULL SECRET> # Example: docker-registry-pull-
secret HaszBaHMe cexpeTa, MCIOJb3yeMOTO nJjsa nyja Docker image m3 Registry

ImageNameBase: <IMAGE NAME CORE> # Example: "nexus.ru-centrall.inter-

nal:5000/brok-api:demo™ Docker image MCHOOJL3YyeMOTO B MNPUIIOXEeHUM brok
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ImageNameUi: <IMAGE NAME UI> # Example: "nexus.ru-centrall.inter-
nal:5000/brok-ui:demo" Docker image MCHOJB3YyeMOI'O B MNPUIIOXeHUM brok-ui

ImageNameAuth: <IMAGE NAME AUTH> # Example: "nexus.ru-centrall.inter-
nal:5000/brok-auth:demo" Docker image mcnonb3yeMoIro B NpMUIOXeHuUM brok-auth

ImageNameBpm: <IMAGE NAME BPM> # Example: "nexus.ru-centrall.inter-

nal:5000/brok-bpm:demo" Docker image MCHOJB3YyeMOT'O B MNPUIIOXeHUM brok-bpm

LogLevel: DEBUG # YpoBeHb JIOTMPOBaHMS B NPWIIOXeHMAX brok-ui, brok.

CpuLimit: "600m" # PexomeHmyewMmmli nokazarejb CpulLimit

CpuRequest: "300m" # PexoMeHOyeMHll NokaszaTesb nJjisa CpuRequest

MemoryLimit: "4Gi" # PexoMeHOyeMuld HokazaTesb njisa MemoryLimit

MemoryRequest: "2Gi" # PexoMeHOyeMHlI NokaszaTesb 0Jjs MemoryRequest

TZ: "Europe/Moscow" # Time Zone wmcrnojb3yeMas B IPWUIIOXEHMSIX

ReplicasCount: "1" # ReplicasCount npumoxenmin

ReadinessProbeFailureThreshhold: "1" # PexoMeHIyeMOe BpeMs OTBEeTa IJisd
ReadinessProbe

ReadinessProbeInitialDelaySeconds: "30" # PexoMeHIyeMOe BpeMs Hadaja Ipo-—
Bepku ReadinessProbe

ReadinessProbePeriodSecond: "30" # PekoMeHOyeMOe BpeMs NePUOINUUHOCTHU IIPO-—

Bepok ReadinessProbe

ConfigMap:

common :
DatasourceUrl: <POSTGRES HOST> # Example: "jdbc:postgresqgl://post-
gres.ru-centrall.internal/brok demo" Ampec ©ase OaHHEX MCIOJb3yeMoy brok
DatasourceUsername: <DB USER> # Example: brok demo VYuyeTHas 3amnmuch HOJb-
30BaTEJIg MCHNOJb3yeMasd IJid [NOINKJIUYeHMS K 0asze IaHHEIX
DatasourcePassword: <DB USER PASSWORD> #Example: SupperP@$SwOrD IlapoJsb
OT YUYEeTHOM 3alMcCU I10JIb30BATEJIS MCIIOJb3YyeMOM IJisS INOINKJINUeHVS K 0a3e IOaHHBX
application:
paths: # Agpeca 06ajlaHCHPOBIMKOB KOMIIOHEHTOB IIPUIIOXEHMS
ui: http://brok-ui
core: http://brok-core
bpm: http://brok-bpm
license:
type: "KUBERNETES" # Tun MCHOJIbL3YyeMOM JIMULIEH3UM
kubernetes:
host: <EXTERNAL IP BALANCER> # Example: "https://11.222.33.444:6443"
BHemHu anpec OajlaHCUPOBUIMKA OpKecTpaTopa
namespace: <BROK NAMESPACE> # Example: demo HasBaHME LeJIEBOTO

namespace
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apiVersion: # Example: "v1" apiVersion cymHocTy Namespace B OpPKeCcT-—
parope
token: <SA TOKEN> # TokeH IOCTylla CEPBMCHOTO aKKayHTa MCIIOJIb3YyEeMH
IJis NPOBEPKM JIMLEH3UM He B baseb64
key: <BROK LIC KEY> # Kiod JIMLEH3UM
botName: "UiKafkaBot" # Mmsa ©0Ta TEexXHMUECKOM [NOIIEPXKM
botToken: "6462748878:AAHNx2Cdb73MPRgL1uNd5hAzdPMo-HM6ow2Q" # Token 6GorTa
TEXHUYECKOM MNOIOIePXKM
botChatID: "-1001939060949" # ID uara ¢ OOTOM TEXHMUYECKON MNOIAOEPXKU
botEnabled: true # duueTOrN YNPAaBJAOIMY HaAJMUMEM IOAOKJIOUEHUS C Tejierpam
toToM
camunda: # OMUeTOTJI YNPABJISOLMI HaJMuMEM KOMIIOHeHTa brok-bpm
bpm:
enabled: true
cache:
Enabled: true # ®uueToTrJs1 ynpaBJAOULMM MCIOJL30BaHMEM Kella
properties: # HacTpolka KeWMpOBaHUS
clusters:
Enabled: true
topics:
Enabled: true
favorites:
Enabled: true
templates:
Enabled: true
audit: # duueTory ynpaBJSOUMY AYyOUTOM B INPUIIOXEHMUU
Enabled: true
cleaner:
cronExpression: "0 0 0 * * 2" # Cron pacnMcCaHMe OUMCTKM Kela
audit: # OuueTOT T YyNpPaBIALIMI OUMCTKOM ayIuUTa
Enabled: true
count: 100
LdapAutorisation:
enabled: False # ToIJl HepekJIOUeHMUs Ha MCHNOJb30BaHue LDAP aBTOpM3aluUMu
true/false.
KafkaUiLogLevel: "DEBUG" # VpoBeHb JIOIMPOBaHMS B NPUIJIOXEHMAX brok.
AuthType: "LDAP" # Tun ayTeHTMOMKALUM [OJIb30BATEJIEN.
SpringLdapUrls: "ldap://<FQDN>:<PORT>" # Ampec cepsepa LDAP.
SpringLdapDnPattern: "cn=accounts,dc=<DOMEN P1>,dc=<DOMEN_P2>" # lenmn
IJis I[OMCKa IOJIb30OBAaTEIEMN.
SpringLdapUserfilterSearchbase: "dc=<DOMEN P1>,dc=<DOMEN P2>" # OuubTp

OJis IIOMCKa IMOJIb30BaTejieM Ha cepBepe LDAP.
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SpringLdapUserFilterSearchfilter: " (& (uid={0}) (objectClass=inetOrgPer-
son) )" # OuILTP IJ4 [OMCKa MOJb30BaTejiel Ha cepBepe LDAP.
SpringLdapAdminuser: "" # VYuerHas sBanmMch amMuHMCTparopa LDAP MCHOJNIbB3Yy-—

eMad OJjAa NOOKJInUeHMA K cepBepy LDAP.

SpringLdapAdminPassword: "" # [lapojsb OT YUYETHOM 3alMCKU aAIMMUHUCTPaTOPpa
LDAP mcrnomb3yeMasa OJjd NOOKIIUEeHMS K cepBepy LDAP.

KeycloakAutorisation:

enabled: True

AuthType: "KEYCLOAK" # Tun ayTeHTHOMKaALMM I[IOJIb3OBATEJIEN.

AuthOauth2ResourcesServerJwtIssUerUri: "http://brok-auth/realms/brok-
realm" # Buyrpenunme URL ampeca MCHOOJb3yeMHe OJi8 [IOJIydeHMa MHboOpMauuM O I[0JIb30BaTe—
Jax npujoxexHueM brok-auth

AuthOauth2ResourcesServerJwtJIJwkSetUei: "http://brok-auth/realms/brok-
realm/protocol/openid-connect/certs" # BuyTpenHume URL ampeca MCHOOJIb3YyEMEEe IJiS IOJIy-

YeHKsa MHOoOpMalLMM O [OJIb30BaTeJIAX IpuiloxeHreM brok-auth

auth:
ProxyAddressForwarding: true
StartPageHost: "http://brok-ui/" # # BHyTpeHuy url MCHOJIb3YEMHI MNPUIIOXKE—

HueM brok-auth gna Bz3anuMomemcTBMUS.

KeycloakLoglvl: "INFO" # VYpoBeHb JIOTMPOBAHMS B NPUIIOXEeHMSAX brok-auth.

RootLoglvl: "INFO" # VpoBeHb JIOTMPOBAHMA B IpuioxeHmsax brok-auth.
bpm:

datasource:

schema: <BPM SCHEMA> # Example: Dbrok bpm nasBaHmue cxemel B B]
camunda:
adminUser:
id: <BROK BPM USER> # admin jiormH Tex mnoje30BaTesnd Ojsa brok-bpm
password: <BROK BPM PASSWORD> # Dvlrelpow3 mapoJjib TeX IOJIb30BaTesd

nns brok-bpm

sa:
saName: <SA NAME> # Example: brok-sa. JMa CEpPBUCHOT'O akKKayHTa OT KOTOPOTO
ByoeT OCyWEeCTBJIATLCS NPOBepKa JMLEH3UU
roleName: <ROLE NAME> # Example: brok-sa-role ¥msa poyu, C KoOTopol OynmerT
paboaTaTh CEPBUCHEIM akKKayHT
roleBindingName: <ROLE BINDING NAME> #Example: brok-sa-role-binding ¥msa

RoleBinding mnJjiga CepBMCHOTO akKkKayHTa
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3) dnsa Deploy npunoxxenus B kinacrep k8s ¢ ucmonszoBanuem pipeline pekomeHyercs uc-
NOJb30BaTh CUCTEMY ympaBieHus KoHgurypauusmu — Ansible, B wactHocTM MOIyNB
kubernetes.core.k8s.

4) IlomyckaeTcsi HCIOJIb30BaHMs Beex template, ykazaHHBIX BbIlIe Ul HE aBTOMATHYECKOTO
(pyunoro) Deploy npuoxenus ¢ nomonipto yrumte Helm.

5) JIONONHUTENBHO CYIIECTBYET KEiC M0 aBTOMATHU3AIlMH IMPOIIecca MOMYYCHUS aKTyallbHOM
Bepcuu npuiioxeHus. Croco0 pealn3anuy JaHHOTO Keiica B paMKax HacTOSIIeH WHCTPYKIUH HE pac-

CMATpPUBACTCA U O6FOBapI/IBaCTC$I OTACJIBHO.



